
Bank of China Limited Milan Branch Privacy Policy Personal Online Banking 

Who we are 

Your information will be held by Bank of China Limited, Milan Branch. Bank of China Limited, Milan Branch, 

is an Italian-registered branch of Bank of China Limited, which is incorporated in China and has its 

registered office at N° 1 Fuxingmen Nei Dajie, Beijing 100818, People’s Republic of China. 

Bank of China Limited, Milan Branch, having its registered office at Via Santa Margherita 14-16 Milan, Italy 

hereinafter the “Bank”. The Bank is part of the Bank of China Group. When we refer to “we”, “us” and 

“our” in this Privacy Notice, we mean Bank of China Limited, Milan Branch. If you are an organization (or a 

person or persons(s) representing an organization), reference to “you” and “your” include the 

organization, together with the people representing or connected with the organization (such as 

proprietors, officers, beneficial owners, settlors and beneficiaries) where this is appropriate. More 

information about Bank of China Group can be found at www.bankofchina.com 

Introduction 

We take your privacy seriously and this Privacy Policy tells you how we will look after your personal 

information. We recommend you read this Privacy Policy very carefully because it contains important 

information about: 

 How we keep your personal information safe and private. 

 That we don’t sell your personal information. 

 To give you ways of manage and review your marketing choices at any time. 

 To keep your personal information up-to-date. 

How the law protects you 

Your privacy is also protected by the Italian law, which says that we are allowed to use your personal 

information only if we have a proper reason to do so. The law says we must be able to rely on one or 

more of the following reasons: 

 To perform our contract with you; 

 To comply with our legal obligations; 

 When we have your consent to do so, if consent is needed; 

 It is fair to use your personal information either in our interest or in someone else’s interest, and 

this does not unfairly affect you interest. This can include where it is in our interest to contact 

you about products or services, to market to you, to protect or enforce our legal rights, or to 

collaborate with others to improve our services. These types of interests are called our 

“legitimate interest”. 

 

Special categories of personal data 

Some categories of personal information are treated as special. These are called “special categories of 

personal data”. We will only collect and use these special categories of personal data if the law allows us 

to do so: 
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 Information about your racial or ethnic origin 

 Information about your religious, political or philosophical beliefs. 

 Information about your trade union membership. 

 Genetic data. 

 Your biometric data, for the purpose of identifying you. 

 Information about your health. 

 Information about your sex life or sexual orientation  

 Information about any criminal convictions or offences, or alleged criminal activity. 

If we process a special category of personal data, we will only do it if one of the following conditions is 

satisfied: 

1. There is a substantial public interest – for example, if we use information from criminal records 

to prevent, detect or prosecute fraud or unlawful acts. This also applies in situations where we 

find out that you have a health issue and we need to use this information in order to provide you 

with services that are suitable to you, and to ensure that you are treated fairly and equally. 

2. To protect or enforce our legal rights or to defend claims. 

3. With your explicit consent. 

4. To protect your vital interest, where you are unable to give your consent, for example, if we need 

to give you urgent medical assistance when you are in one of our branches. 

Sometimes transactions on your accounts might reveal special categories of personal data, for example, a 

payment to a medical services provider, religious organization of charity, or political organization. If we 

hold this information because of the payment services we provide to you, we will only use this to provide 

those services and not for any purpose. 

How do we collect and use your personal information ? 

We may obtain and use different kinds of personal information about you, depending on our relationship 

with you. In this section, we will set out the types of information we may obtain. We have separated 

these into groups, and for each group we give a brief explanation of what this type of information could 

include. 

Type of personal information Description 

Biographical Your name and date of birth. 

Financial Your financial position, status and history, including details of your 
income and expenditure, your financial commitments and any 
dependents. It may also include information about any payment you 
have missed on a loan or mortgage with us, with another member of 
the bank of China group, or with a third party lender. 

Contact Your postal address, telephone numbers, email address and other 
contact details, including how to contact you. 

Socio-Demographic Details about your work or profession, nationality, education and 
where you fit into general social or income groupings. 

Transactional Details about payments into and out of your accounts with us 

Contractual Details about the products or services we provide to you, our 
communications with you, and any complaints or issues that arise 
concerning your relationship with us. 

Locational  Data we get about the products or services we provide to you, our 



communications with you, and any complaints or issues that arise 
concerning you relationship with us. 

Locational Data we get about where you are. This may came from your mobile 
phone, the address where you connect a computer to the internet. 

Behavioral Details about how you use our products and services, or the products 
and services of other members of the bank of China Group, or of any 
third parties we have partnered with. 

Technical Details of the devices and technology you use. 

Communications What we learn about you from letters, emails and telephone 
conversations between you and us. 

Relationships Your family and other relationships. If you are financially linked with 
someone else (for example, a partner or spouse you have a joint 
account, joint loan, joint credit card or join mortgage with), we may 
obtain information about them where you apply for credit from us, or 
ask to increase your borrowing or credit limit. 

Open Data and Publics Records Details about you that are in public records, such as the Electoral 
Register, and information about you that is openly available on the 
internet. 

Usage Data Other Data about how you use our products and services, as well as 
your usage of our online and mobile banking services or any apps we 
make available for you to use. 

Documentary Data Details about you that is stored in documents in different formats, or 
copies of them. This could include things like your passport, identity 
card, driver’s license or birth certificate 

Consents Any permissions, consents or preferences that you give us. This 
includes things like how you want us to contact you, whether you 
prefer large-print formats, as well as your marketing preferences.  

National Identifier A number or code given to you by a government to identify who you 
are, such as a National Insurance number or identity card. 

 

Information we collect when you use our products and services 

This includes the amount, frequency, type, location, origin and recipients: 

 Payment and transaction data 

 Profile and usage data. This includes the profile you create to identify yourself when you connect 

to our internet, mobile and telephone services. We gather this data from devices you use those 

services. We gather this data from devices you use to connect to those services, such as 

computers and mobile phones. 

 

Information from third parties: 

We can receive additional information from people acting on our behalf:  

 For examples include service provider, legal advisers, valuers or surveyors in carrying out checks 

as part of mortgage application, and agents who help us collect what you owe us.  

 For examples your solicitor or accountant, your doctor, or in the case of a business, your officers 

or employees. 

 Companies that introduce you to us. 

 Financial advisers. 

 Insurers and other financial services companies. 



 Companies involved in processing payments. 

 Employers, for example, if we ask for evidence of employment and salary as of a loan or 

mortgage application. 

 Payroll service providers 

 Government and law enforcement agencies 

How we will use your personal information 

In the table below we explain the various situations in which we will use your personal information. We 

have separated these into groups, and for each group we give a brief explanation of:  

 How we can use your personal information. 

 The reason we can rely on when using your personal information. 

 The legitimate interest we can rely on for doing so 

How we can use your information Our reasons for doing this Our legitimate interests in doing this 

To provide our products and services to you 

 To provide the products and 
services you have applied for 

 To manage our relationship 
with you 

 To process your instructions 

 To administer payments 

 To manage fees, charges and 
interest payable on accounts 

 To manage complaints and seek 
to resolve them 

 To fix mistakes 

 To maintain records of our 
relationship with you 

 Performing our contract 

 Our legal obligations 

 You consent 

 Our legitimate interests 

 Keeping our records up to date. 

 Protecting and enforcing our 
legal rights. 

 Obtaining your consent to do 
something, when we need this. 

To make credit decisions about you  
(where you apply for credit, ask to borrow more money from us, or ask us to increase a credit limit) 

 To assess your credit request 
for new or additional credit 

 To assess whether we believe 
you can afford to repay you 
borrowing on the terms we 
propose 
 

 Performing our contract 

 Our legal obligations 

 You consent 

 Our legitimate interests 

 Protecting our business (for 
example, by making sure we do 
not lend money to someone 
who we do not believe could 
repay it). 

To advise you as to whether a product or service is suitable for you 

 To advise you on the suitability 
of a product or service, where 
we offer an advice service 

 To keep records of the advice 
we give 

 Performing our contract 

 Our legal obligations 

 You consent 

 Our legitimate interests 

 Keeping our records up to date. 

 Protecting and enforcing our 
legal rights. 

 

To manage, develop and improve our business 

 To run our business in an 
efficient and proper way, and in 
accordance with the laws and 
regulations that apply to us 

 To manage and improve our 
financial position, business 
capability, systems and 
processes, communications, 

 Our legal obligations 

 You consent 

 Our legitimate interests 

 Developing our business and 
making it stronger 

 Improving the efficiency of our 
business and reducing costs 

 Ensuring that the costs incurred 
by us are reflected in the 
interest rates and charges of 
our products and services 



corporate governance, risk 
functions and audit functions 

 To study how costumers use our 
products and services 

 To develop new ways to meet 
our costumers needs and 
provide our products and 
services. 

 To improve and update our 
brands products and services, or 
develop and test new ones. 

 To grow the volume of our 
business, and the areas in which 
we carry on our business 

 To update and improve our 
business process 

 Ensuring our products and 
services are appropriate for our 
customers, and are attractive 
and competitive in the market 

 Identifying new opportunities 
and customers 
 

To manage security and risk, and to prevent crime 

 To detect, investigate, report 
and seek to prevent financial 
crime. 

 To manage risks to ourselves, to 
you and to other customer. 

 Performing our contract 

 Our legal obligations 

 Our legitimate interests 

 Protecting our business and our 
customer from financial crime 
and other risks. 

 Keeping our records up to date 

 Protecting and enforcing our 
legal rights 

To promote new products and services 

 To examine how our customers 
use our products and services 

 To develop and carry out 
marketing activities 

 To contact you about other 
products and services provided 
either by us another member of 
Bank of China Group, or 
selected providers, which we 
believe may be of interest to 
you 

 Performing our contract 

 Our legal obligations 

 Our legitimate interests 

 Developing our business and 
making it stronger 

 Identifying opportunities and 
new markets for our products 
and services. 

To exercise our legal rights  
 To exercise our rights under law or 

regulations 

 To exercise our rights under our 
contracts with you or with third 
parties. 

 To collect and recover that you or 
other people owe us 

 Performing our contract 

 Our legitimate interest 

 Protecting and enforcing our 
legal rights 
 

Sensitive personal data 
 

Some of the information we collect is sensitive personal data (also known as special categories of data). In 
particular, we may process personal data that relates to your health (such as your medical history), 
biometric data, and any criminal convictions and offences. If we use sensitive personal data, we will 
usually do so on the legal basis that it is in the wider public interest, to establish, take or defend any legal 
action or, in some cases, that we have your permission. In any case, we will keep to all laws that apply. 
 

What we use your sensitive personal data for The legal basis for doing so 

We may use your biometric data for some of the 
purposes set out in the previous table (for example, to 
detect and prevent fraud and money laundering, and to 
check your identity). 

 We have your permission for any optional use of 
biometrics (such as your vocal pattern in voice 
recognition systems to identify you) 

 It is in the wider public interest. 

We may use your medical information for some of the  It is in the wider public interest 



purposes set out in the previous table (for example, to 
settle complaints and answer questions, to help provide, 
manage and personalize our services). 
 

 We have your permission to do so, such as placing 
markers on your account which tell us you are hard 
of hearing or have poor eyesight. 

We may use your medical information and information 
on criminal convictions to temporarily postpone your 
debt repayments and to help us consider other suitable 
repayment options for you. 

 It is in the wider public interest. 

To keep to laws and regulations that applies to us, and 
co-operate with regulators and law enforcement 
organizations. 

 It is in the wider public interest. 

Where our systems analyze information which provides 
us with sensitive information (for example, mapping 
payments geographically so it shows you have spent time 
at a political party conference). 

 We have your permission to do so 

 
How do we share, transfer and publicity disclose your personal information? 

Unless obtaining your explicit consent or authorization, we won’t share with or transfer to any other 

company, organization or individual your personal information. 

Where your personal information needs to shared or transferred externally for business purpose, we will 

inform you of the purpose for which your personal information is shared or transferred as well as the type 

of data recipient, and seek for your authorization and consent. If sensitive information is involved, we will 

also make the type of sensitive information, the identity of data recipient, and data security capacity 

known to you, and seek for your explicit authorization and consent. 

Pursuant to laws, rules and business practices, in the event of a merger, acquisition, asset transfer or 

similar transaction, if a personal information transfer is involved, we will require the new company or 

organization holding your personal information to continue to be bound by the Privacy Policy. Otherwise, 

we will ask the company or organization to seek for your authorization and consent again.  

We may share your personal information with other companies within the bank of China Group and with 

these organizations: 

 Agents, subcontractors and advisers who we use to help run your accounts and services, collect 

what you owe, and explore new ways of doing business. 

 The police and other law enforcement agencies. 

 Any part linked with your business’s product or services. 

 Companies we have a joint venture or agreement to co-operate with. 

 Organizations that introduce you to us. 

 Any person you have appointed to act as your contact with us, for example, a person acting as 

your representative under a power of attorney, or executors of your estate. 

 In the case of a business customer, anyone who is entitled to correspond with us on your behalf, 

either as a matter of law or as result a specific instruction from the people who control your 

business. 

 Other organizations you can ask us to share your personal information with. 

We may need to share your personal information with other organizations to provide you with the 

product or service you have chosen: 



 Payment scheme operations like Visa and Union Pay, or the organizations who manage the Direct 

Debit Scheme and the Faster Payment Scheme. 

 If you have a secured loan or mortgage with us, we may share information with other lenders 

who also hold a charge on the property. 

Please understand that we may publicly disclose your personal information according to laws, legal 

procedures, litigation, or mandatory requirements of competent government authorities: 

 Where information is directly relevant to national security and national defense security; 

 Where information is directly relevant to public safety, public health and material public interest; 

 Where information is directly relevant to criminal investigation, prosecution, trail and execution; 

 Where to protect the life, the property and other material legitimate rights and interest of 

another individual or yourself, and it is difficult to acquire your consent; 

 Where the personal information collected has been disclosed to the public by yourself; 

 Where the personal information is legally and publicity disclosed information, such as lawful 

news reports, government disclosures, etc.; 

 Where the information is otherwise required by laws, rules and regulatory requirements. 

 

How do we store and protect your personal information? 

Storage: The personal information collected and procedure by us will be stored in our server that could be 

located in the territory of the People’s Republic of China(PRC). 

We retain your personal information only for the period of time required by the laws and rules as well as 

for the period of time necessary to achieve the purpose of the Privacy Policy. 

Protection: we have obtained ISO\IEC2000 IT service management system certification and 

ISO\IEC27001:2013 information security management system certification and adopted the security 

measures conforming to the industry standard to protect the personal information you provide and to 

prevent your data from unauthorized access, public disclosure, use, modification, damage or loss. Your 

data is uniformly managed by us. We will take all the reasonable and practicable moves to protect your 

personal information. For example, we use encryption technology to ensure data confidentiality; put in 

place the reliable protection mechanisms to save data from malicious attacks; deploy access control 

mechanisms to make sure only authorized personal have access to your personal information; and hold 

security and privacy protection training courses to help employees enhance their awareness of important 

protecting personal information is. 

If all or part of our Personal Online Banking is discontinued, we will inform you of the situation through 

announcement and other means, and stop related products or services from collecting your personal 

information any longer so as to protect your personal information. If all or part of our business is 

interrupted due to various reason such as technical failures, cyber-attacks, natural disaster, accidents, or 

human factor, we will take emergency response and recovery measures to handle the situations and 

restore services as soon as possible. 

We will take all reasonable and feasible measures to ensure that no irrelevant personal information is 

collected. 



Please understand that due to technical limitations and possible malicious attacks, there may be 

unexpected situations that we cannot reasonably foresee, prevent, avoid or control. The internet is not 

absolutely secure environment. Please use complex passwords to help in keeping your account secure. 

In the event of a personal information security incident, we will promptly inform you of the relevant 

circumstances of the incident by mail, letter, phone call, notification and others means as required by 

applicable laws and rules, or issue an announcement in a reasonable and effective manner. At the same 

time, we will also report the handling of the incident as per regulatory requirements. 

How to transfer your personal information oversea? 

We will transfer your personal information to a country/region where Bank of China has branches for 

processing. In particular, your personal information will be transferred to and stored by Bank of China 

Limited’s Head Office which is located in the People’s Republic of China.  Where we transfer your personal 

information to such recipients, we use specific contracts approved by the European Commission which 

give your personal information the same protection as it has in the European Economic Area (EEA).  

When we transfer personal information outside of the EEA, we will make sure it is protected in the same 

way. Your personal information outside of the EEA, we will make sure that it is protected in the same way. 

Your personal information is protected to an adequate level as if it were being used in the EEA. 

Your rights to control personal information 

In accordance with European and China’s relevant laws, rules and regulatory requirements,  we guarantee 

that you exercise the following rights to your personal information: 

1. Right of access: You can access the personal information we hold about you, along with 

information of how we use it and why, who we share it with and how long we keep it. You can do 

this by calling into your local branch, by speaking to your relationship manager, by emailing us at 

executive.it@bankofchina.com or writing to us at this address: Data Protection Officer, Bank of 

China Milan Branch via Santa Margherita 14/16 Milan Italy. It is also you right to ask us to provide 

a copy of your personal data. 

2. Right of rectification: You have the right to rectification your personal information by calling into 

your local branch, by speaking to your relationship manager, by emailing us at 

executive.it@bankofchina.com or writing to us at this address: Data Protection Officer, Bank of 

China Milan Branch via Santa Margherita 14/16 Milan Italy. It is also your right to ask us to 

update information that you consider inaccurate or to supplement information that you consider 

incomplete, unless otherwise provided by laws and rules. 

3. Right to erasure: You have the right to delete your personal information by calling into your local 

branch, by speaking to your relationship manager, by emailing us at 

executive.it@bankofchina.com or writing to us at this address: Data Protection Officer, Bank of 

China Milan Branch via Santa Margherita 14/16 Milan Italy. However, due to laws and regulations 

or other reasons, we may not be able to delete this data and will inform you of the reason. 

4. Right to restriction of processing: under certain circumstances, you have the right to request us 

to restrict the processing of your personal information. 

5. Right to data portability: You have the right to request that we provide the personal data 

provided by you to another organization or directly to you. 
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6. Right to object: Under certain circumstances, you have the right to object to the processing of 

your personal information. 

7. Right to be subject to a decision based on automated decision making: You have the right not 

to be subject to a decision based solely on automated processing; on order to avoid it produces 

legal effect concerning him or her or similarly significantly affections. 

8. Change in the scope of your authorized consent: every business features requires some basic 

personal information to be performed. For the collection and use of additional personal 

information, you can give or withdraw your authorization of consent at any time enabling or 

disabling our access by this by calling into your local branch, by speaking to your relationship 

manager, by emailing us at executive.it@bankofchina.com or writing to us at this address: Data 

Protection Officer, Bank of China Milan Branch via Santa Margherita 14/16 Milan Italy. Please 

note that if you cancel Personal Internet Banking/Mobile Banking service, you will be deemed to 

have withdrawn your consent to the Privacy Policy. When you withdraw your consent, we will no 

longer process the corresponding personal information of you. However, your decision to 

withdraw your consent will not affect the personal information processing that was previously 

performed based on your authorization. 

 

Response to your above request 

 

O be safe, you may need to provide a written request or otherwise to prove your identity. We may ask to 

verify your identity before processing your request. Please understand that for some request which are 

unreasonably repeated, require excessive technical means, possibly endanger others legitimate rights, or 

turn out to be very unrealistic, we may reject them. Despite the above agreement, we may be unable to 

respond to your request in any of the following situations, as per relevant laws and rules: 

1. Where the request is directly relevant to national security and national defense security; 

2. Where the request is directly relevant to public to public safety, public health and material public 

interest; 

3. Where the request is directly relevant to criminal investigations, prosecution, trial and execution; 

4. Where there is sufficient evidence indicating that you are subjectively malicious or abuse rights; 

5. Where your request will severely jeopardize the legitimate rights and interest of another 

individual, another organization or yourself; 

6. Where our business secrets are involved; 

7. Where the information is otherwise required by laws, rules and regulatory requirements; 

How do we process information on Children? 

Children shall not create their own user accounts without their legal tutors. If you are a child, please ask 

to your legal tutors to read the Privacy Policy carefully and use our service to provide us with your 

information on the premise of obtaining the consent of your legal tutors. We will only use and provide 

your information to the public as permitted by laws, rules and regulatory requirements or when necessary 

to protect the children. 

How to contact us? 

Should you have any questions, comments or suggestion about the Privacy Policy, you may get access to 

us by information by calling into your local branch, by speaking to your relationship manager, by emailing 

us at executive.it@bankofchina.com or writing to us at this address: Data Protection Officer, Bank of 
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China Milan Branch via Santa Margherita 14/16 Milan Italy. Your concerns will be handled promptly and 

properly. In general, we will give you a reply with 30 days. 

How to contact the authority? 

Should you wish to report a complaint or if you fell that we have not addressed your concern in a 

satisfactory manner, you may also contact with the “Garante della Privacy”, Piazza Venezia 11 Rome Italy, 

Tel.: (+39)06/696771 or by mail at garante@gpdp.it 

Updates to our Privacy Policy 

In accordance with changes in national laws and regulations and the needs of service operations, we will 

amend this Statement and related rules from time to time. The modified content will be published 

through our website www.bankofchina.com/it/it and will take effect immediately after the publication 

and replace the previous content. You should pay attention to changes in the relevant announcements, 

prompt data and related contents such as agreements, rules, etc. from time to time. You know and 

confirm that if you do not agree to the updated content, you shall immediately discontinue the use of the 

Services and log off the relevant users, and we will stop collecting your personal data. Please read the 

Privacy Policy carefully before clicking to “Agree”, and make sure that its contents and related legal 

consequences, especially the bold texts, are fully know to and understood by you. By clicking to “Agree” 

and confirming to “Submit” you are deemed to have accepted the Privacy Policy. We will use and protect 

your personal information an accordance with the relevant laws and rules as well as the Privacy Policy. 
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