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1. What is BOCNET? 
 

BOCNET is the online banking service for the Bank’s corporate customers. 

2. What are services available on BOCNET?  
 

BOCNET offers a wide range of services for your convenience: 

 Current and historical balances of your accounts; 

 Current day and historical transaction records of your accounts; 

 Term Deposit Details; 

 Overseas Payment services (remittance, GPI); 

 Domestic Payment services (FAST, GIRO, PayNow, MEPS+); 

 PayNow Corporate registration and transfer; 

 Batch Payments; 

 Bill payment; 

 Cash Management：Today’s Limit Inquiry , Historical Limit  Inquiry, Transaction Report, 
Cash pool Account Structure Inquiry, Cross-Border Collection & Allocation Inquiry, 
Manual Transfer, Internal Pricing, Parameters Setting 

 Trade Finance：Letter of Credit Application/Amendment, Banker Guarantee 

Application/Amendment, Import/Export Letter of Credit information Inquiry, Banker 

Guarantee information Inquiry 

3. How can I apply for BOCNET?  
 

To apply for BOCNET, please complete the Bank's Online Banking Service Application Form and 
visit the Bank's counter at any of our branches or submit to RM during office hours. 

Note: You would need to have at least one valid account (current account, time deposit account, 
loan account) with Bank of China Limited, Singapore Branch (the "Bank") to use BOCNET.  

4. What are the fees and charges for using BOCNET?  
 

To encourage our customers to experience the convenience of online banking, our customers 
will not be charged for using BOCNET*.  

However, the standard commission/transaction fees for certain transactional services available 
in BOCNET (such as remittance, MEPS+) will still apply. 

* Note: The first five tokens upon application will also be issued free of charge. A replacement 
fee of SGD20.00 applies.  

5. How will I access to BOCNET?  

 

You will need a User ID, password, and an E-Token to access BOCNET, these will be mailed to the 
mailing address registered with the bank within 5 working days from date of your successful 
application. 
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To start using BOCNET, all users will be required to activate their E-token first via our BOCNET 
login page. Please refer to point 6 below on the E-Token activation steps. 

Important Note: Please be sure to (i) keep your User ID, password and E-Token safe and 
secure and never give them out to any other person and (ii) take the necessary security 
precautions measures and practices. 

6. How do I activate my E-Token?  
 

Before you use your E-Token for the first time, please activate the device by following the steps 
below.  

Step 1: Access the online banking login page and click on 'Activate and bind ETOKEN'. 

Step 2: Key in your initial user name and password from the PIN mailer into the fields 
accordingly and then click ‘Login’ for verification. 

Step 3: Please enter the 12-digit serial number printed at the back of the new E-Token, and 
proceed to next step by clicking ‘Activate’. 

Step 4: Switch on your ETOKEN by pressing  , you will see ‘Application code’ followed by 12 
digits number on e-token’s screen. Please input the digits into prompt message box’s textbox, 
and click ‘Obtain Activation Code’ for generating an activation code. 

Step 5: Press ' ' on your new E-Token and enter the activation code number as shown on your 

computer screen, then press ' ' again to submit. （Your E-Token will display the message 

“Invalid Code” if you entered an incorrect activation code. Please press ‘ ’ and re-enter 

activation code.） 

Step 6: If you have correctly keyed in the activation code, your E-Token will display the message 
'Thank you for using BOC ETOKEN'. Click 'Next Step' on your computer screen. 

Step 7: Press ' ' on your new E-Token to generate a 6-digit password, key the password into 
the field on your computer screen and click 'Bind'. A message indicating that your device has 
successfully been bound to your account will appear. Your E-Token is now activated. 

Step 8: Return to the BOCNET login page and re-login again to access your online banking 
account. 

Remarks: If you have received an E-token showing "Thank you for using BOC ETOKEN" on the 
token screen, please contact the bank immediately. 

7. What are the functions of the E-Token?  
 

The E-Token is a security device to enable you to access BOCNET. It will generate One-Time 
Passwords (OTPs) for logins and Transaction Sign Passwords (TSPs) for performing online 
transactions like adding payees and performing funds transfer transactions. 
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8. Does my E-Token have any expiry date?  
 

The E-Token generally expires in 3 years, and you will find the expiry date indicated at the back 
of E-Token.  

One month before the expiry, you would receive a message on your BOCNET welcome page. 

Please submit the Password and Token application form for a replacement E-Token when you 
see the message. 

9. What do I need to do if the E-Token is lost or misplaced?  
 

In the event of loss, theft or negligent damage to the E-Token, please proceed to one of our 
branches with a valid identification card or passport and a completed Password and Token 
application form (duly signed by the authorized personnel) to request for a replacement. 

A replacement fee of SGD20 (subject to change) will apply for each E-Token.  

10. What can I do if I am not able to log in to BOCNET with my BOCNET User ID and 
password?  
 

If your PIN or E-Token is locked, lease proceed to any of our branches with a completed 
Password & E-Token Application Form, duly signed by the authorized personnel, to unlock the E-
Token or apply for a new PIN 

If you have entered the User ID and PIN correctly but the message is still "password is invalid", 
please try the following: 

a) Check your BOCNET access page to make sure you are logging in via the BOC Singapore 
website at www.boc.cn/sg or www.bankofchina.com/sg. 

b) If you are at the correct website but are still unable to log in, try to clear the web browsing 
history. 

http://www.boc.cn/sg
http://www.bankofchina.com/sg
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c) If you are still unable to log in after trying all the above, proceed to any of our branches for 
assistance. 
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11. What should I do if I suspect that my E-Token is stolen or that there has been 
unauthorized access to my BOCNET?  

 

Please contact us at 1800-6695566 immediately. 

12. What software and browser do I need for access to BOCNET?  
 

We recommend our customers to use Windows 2000, Windows XP, Windows 2003, Windows 
Vista or later version(s) and the following browsers for optimal browsing: 

 Google Chrome version 38 and above 

 Internet Explorer version 11 and above 

 Firefox version 31 and above 

 Safari version 7 and above 

For better BOCNET experience, please update your browser to the latest version. The site is best 
viewed on 1024 x 768 pixels or above resolution.  

Please ensure that your computer/devices are installed with anti-virus, anti-spy and firewall 
software programs.  

To transact with Bank of China securely, you will need to enable Transport Layer Security (TLS) 
1.2.  

Browsers & Operating Systems Compatibility with TLS 1.1 and TLS 1.2  

Microsoft 
Internet 
Explorer 
(IE)  

Microsoft Edge, Desktop and 
Mobile IE 11 

Fully compatible with TLS 1.1 and TLS 1.2  

Desktop IE 8, 9 and 10  Follow the instructions below to achieve 
compatibility with TLS 1.1 and TLS 1.2:  
1. Open Internet Explorer 
2. From the menu bar, click Tools > Internet 
Options > Advanced tab 
3. Scroll down to Security category, manually 
check the option box for Use TLS 1.1 and Use 
TLS 1.2 
4. Click OK 
5. Close your browser and restart Internet 
Explorer 

Not compatible for Windows Vista and XP 

Desktop IE 7 and below Not compatible 

Mobile IE 10 and below Not compatible 
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Mozilla 
Firefox 

Firefox 27 and above Fully compatible with TLS 1.1 and TLS 1.2  

Firefox 23 - 26 Follow the instructions below to achieve 
compatibility with TLS 1.1 and TLS 1.2:  
1. Open Firefox 
2. In the address bar, type about:config and 
press Enter 
3. In the Search field, enter tls. Find and 
double-click the entry for 
security.tls.version.min 
4. Set the integer value to 3 to force protocol 
of TLS 1.3 
Click OK 
5. Close your browser and restart Mozilla 
Firefox 

Firefox 22 and below Not compatible 

      

Google 
Chrome 

Google Chrome 38 and above Fully compatible with TLS 1.1 and TLS 1.2  

Google 22 - 37 Follow the instructions below to achieve 
compatibility with TLS 1.1 and TLS 1.2: 
1. Open Google Chrome 
2. Click Alt F and select Settings 
3. Scroll down and select Show advanced 
settings 
4. Scroll down to the Network section and click 
on Change proxy settings 
5. Select the Advanced tab 
6. Scroll down to Security category, manually 
check the option box for Use TLS 1.1 and Use 
TLS 1.2 
7. Click OK 
8. Close your browser and restart Google 
Chrome 

Google Chrome 21 and below Not compatible 
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13. What should I do if I encounter a SSL server certificate warning when accessing 
BOCNET?  

 
If you encounter SSL server certificate warning when you accessing BOCNET, you should 
terminate the login session and call the bank at 1800-6695566 immediately. 

14. What if my computer hangs or the internet connection is cut off in the course of 
performing banking transaction via BOCNET?  

 

If this occurred, you should try to resume access to the internet and login to BOCNET again. 

Check the balance or transaction records of your account via "Inquiry" under “Transfer & 

Remittance and "Same-Day Transaction Inquiry” under “Accounts Management" menu, and 

check that the transaction(s) you were performing had been successfully submitted. 

If the transaction(s) had been successfully completed, you need not take any further action.  

If the transaction(s) had not been completed, you may perform the transaction(s) again. If you 

have any questions or need any help, please contact us at 1800-6695566. 

 

Google 
Android 
OS 

Android 5.0 (Lollipop) and 
above 

Fully compatible with TLS 1.1 and TLS 1.2  

Android 4.4 (KitKat) - 4.4.4 Compatible to TLS 1.1. Some Android 4.4.X is 
not compatible with TLS 1.1 and above 

Android 4.3 (Jelly Bean) and 
below 

Not compatible 

      

Apple 
Safari 

OS X 10.9 (Mavericks) and 
above  
Desktop Safari 7 and above 

Fully compatible with TLS 1.1 and TLS 1.2  

OS X 10.8 (Mountain Lion) and 
below 
Desktop Safari 6 and below 

Not compatible 

iOS 5 and above 
Mobile Safari 5 and above 

Fully compatible with TLS 1.1 and TLS 1.2  

iOS 4 and below 
Mobile Safari 4 and below 

Not compatible 
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15.  When I access to BOCNET, why does it prompt "dialog failure"?  
 

After you have login to BOCNET and there was no activity on it for a period of time, the system 

will prompt "dialog failure" and log you off automatically. To resume using BOCNET, you would 

need to login again.  

Such design is to prevent unauthorized access to your account should you leave your computer 

unattended with BOCNET logged on. 

16. How can I perform BOCNET transfers?  
 

BOCNET supports transfers within BOC Singapore, transfers to other Banks in Singapore (via 

FAST, GIRO, PayNow and MEPS+) and overseas (via remittance).  

Before performing the transfer on BOCNET, please ensure that payees are correctly added (refer 

to Q18). When you authorize BOCNET transfer transactions, the last authoriser will be required 

to key in the TSP.  

Note: If there is no TSP prompt, it means other authorisers are required to complete the 

authorization. 

17. How do I add a payee for fund transfers?  
 

To add a payee for transferring funds to, go to “Online Banking Maintenance-Payee 

Management” or “Transfer & Remittance-Single Payment” to add a payee with new generation 

E-Token if you have applied for Payee Management service successfully.  

For local fund transfers within Singapore banks using GIRO or MEPS+, only SGD can be accepted. 

For other currencies, please add payees over international remittance payee management and 

use international remittance. 

18. What are the types of Funds Transfers that I may perform?  
 

There are 4 types of funds transfers: 

a. Transfer between associated accounts - To transfer funds between your own accounts 

within BOC 

b. Transfer within bank - To transfer funds to other BOC accounts in Singapore 

c. Domestic transfer - For SGD fund transfers to other banks within Singapore 

 For FAST transfer, you can get the funds credited instantly to any of the FAST 

participating banks. 

 For PayNow transfer, you can send and receive funds from your business partners and 

customers who have registered their proxy with PayNow participating banks almost 

instantly without having to exchange account numbers. 
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 For transfers to other GIRO participating bank accounts, the funds will usually be 

received 2 to 3 business days later. 

 For transfer to other MEPS+ participating bank accounts, the funds will be credited to 

your receiving bank within the same business day if the transfer is performed before 

4.30pm. 

 

d. International Remittance 

 To transfer funds to overseas bank via telegraphic transfer (T/T) and foreign currency 

transfers within Singapore.  

 You can only remit in SGD currency to the following beneficiary banks: Bank of China/ 

China Merchant Bank (CMBCCNBSXXX)/Nanyang Commercial Bank (NYCBCNSHXXX, 

NYCBHKHHXXX) /Bank of Communication (Hong Kong) (COMMHKHHXXX)/Bank of 

Jiangsu (BOJSCNBNXXX). 

 The bank may require supporting documents relating to your transaction such as invoice, 

bill of lading etc. to be uploaded to via the BOCNET platform for verification before it 

can be processed. Thereafter, it usually takes 2-5 working days for the transfer to be 

completed, subjected to the receiving bank. 

19. When can I perform a Funds Transfer?  
 

Please see the following table: 

Type of Transfer Transaction Time 

Transfer to account within the Bank (Same 

Currency) 

5*24 except during the system 

maintenance period 

Transfer to account within the Bank (Cross 

Currencies) 
Business Day 0900hr – 1700hr 

GIRO Transfer to Local Bank Accounts (SGD) Business Day 0800hr – 2000hr 

MEPS++ transfer to local Bank Accounts(SGD) Business Day 0800hr – 1630hr 

FAST & PayNow Transfer to local Bank 

Accounts(SGD) 

7*24 except during the system 

maintenance period 

Telegraphic Transfer  Business Day 0900hr – 1700hr 

Business Day means Mondays to Fridays except when a public holiday or other government 

gazetted holiday occurs on such days. 
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20. What is the transfer limit for funds transfer?  
 

The default limit for Bill Payment is S$5,000,000.00 per transaction or its equivalent in other 

currencies.  

From 23rd Nov 2015, transaction limits are divided into four service segments: “Transfer 

between associated accounts”, “Transfer within bank”, International Remittance” and 

“Domestic transfer”. The default combined limits for all accounts will be S$300,000,000 for each 

of the Transaction & Remittance (“IB”) per day or its equivalent in other currencies. 

Please refer to the below tables for current transaction limits. 

1. For clients who have not set an account limit previously: 

Current 

function 
Updated function 

Current limits 23/11/2015 Updated limit structure 

Single transfer Daily transfer Single transfer  Daily transfer  

Transfer & 

Remittance 

Transfer between 

associated accounts 

Default limit:  

Depending on 

payment type 

Default limit: 

SGD300,000,000 

Default limit: 

SGD300,000,000 

Default limit: 

SGD300,000,000 

Transfer within bank 

Default limit: 

SGD300,000,000 

Default limit: 

SGD300,000,000 

Domestic transfer 

Default limit for PayNow 

& FAST: SGD200,000 

Default limit for GIRO: 

SGD 90,000,000 

Default limit for MEPS+: 

SGD 300,000,000 

Default limit: 

SGD300,000,000 

International 

Remittance 

Default limit: 

SGD300,000,000 

Default limit: 

SGD300,000,000 
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2. For clients who have set an existing limit: 

 

Current 

function Updated function 

Current limits 23/11/2015 Updated limit structure 

Single transfer Daily transfer Single transfer Daily transfer 

Transfer & 

Remittance 

Transfer between 

associated accounts 

Example: SGD 

1,000,000 

Example: 

SGD 1,000,000 

SGD 1,000,000 

  

SGD 1,000,000 

Transfer within bank SGD 1,000,000 

  

SGD 1,000,000 

Domestic transfer 

FAST & PayNow : SGD 

200,000 

GIRO: SGD 1,000,000 

MEPS+: SGD 1,000,000  

SGD 1,000,000 

International 

Remittance SGD 1,000,000 SGD 1,000,000 

 
21. How do I know the exchange rate for the transactions performed in different 
currencies?  

 

You may click on the 'Exchange Rate Enquiry' option under “Supporting Service” Tab on the 

transaction page to get the real time exchange rate when you fill in the transfer instruction, but 

it may differ from the actual rate you get as the exchange rate could change during the time that 

you take to complete the transaction. Once you have completed the transaction, click 'Confirm' 

and you will receive a confirmation showing the actual exchange rate applied to the transfer. 

22. How can I reset my BOCNET password? 

 

Please submit the Password and Token application form to change your password.  

23. How can I terminate BOCNET?  
 

You may terminate BOCNET by submitting the Bank Online Banking Service Application Form 

indicating cancellation of BOCNET. 

24. Contact Us 
 

Please contact us at our 24-hour hotline 1800-6695566 or + (65) 677 95566 (from overseas) 

should you have any queries on BOCNET related issues. 

Last updated: 05 August 2019 


