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BANK OF CHINA (CENTRAL AND EASTERN EUROPE) LIMITED
SUCURSALA BUCURESTI

Conditii Generale de Afaceri privind

furnizarea de servicii E-banking

Business Rules on the provision of E-banking Services

Aceste Conditii Generale de Afaceri au fost adoptate de conducerea Bank of China (Central and Eastern Europe)
Limited Sucursala Bucuresti. Cu intrare in vigoare de la: 26 Septembrie 2023.

These Business Rules have been adopted by the Management of Bank of China (Central and Eastern Europe)
Limited Sucursala Bucuresti. Effective as from: September 26, 2023.

Aceste Conditii Generale de Afaceri stabilesc baza pe care vom furniza servicii de E-banking. Va rugam sa le cititi
cu atentie, deoarece va sunt obligatorii prin lege atunci cand efectuati operatiuni financiare cu noi prin serviciul
de E-banking. Daca aveti vreo intrebare legata de aceste Conditii Generale de Afaceri, va stam la dispozitie cu
placere.

These Business Rules set out the basis upon which we will provide E-banking Services. Please, read them carefully
since you will be legally bound by them when carrying out financial operations with us via the E-banking Service.
Should you have any question in relation to these Business Rules, we are pleased to be at your disposal.
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I. PREVEDERI GENERALE
1. Scopul acestor Conditii Generale de Afaceri

1.1. Scopul acestor Conditii Generale de Afaceri
privind furnizarea de servicii de E-banking
(Conditiile Generale de Afaceri pentru E-
banking) este de a stabili - in interesul Clientului
si al Bancii - premise clare ale relatiei dintre
Client si Banca, prin definirea regulilor generale
si specifice, a conditiilor contractuale si a
definitiilor referitoare la serviciile de E-banking.

1.2. Atunci cand utilizeaza serviciile de E-banking
ale Bancii, Clientul va fi obligat in mod legal si va
actiona in conformitate cu aceste Conditii
Generale de Afaceri pentru E-banking, dupa cum
sunt modificate sau completate periodic.

1.3. Cu exceptia cazului in care se prevede altfel
intr-o norma legala obligatorie sau in prezentele
Conditii Generale de Afaceri pentru E-banking
sau daca Partile nu convin altfel, dispozitiile
prezentelor Conditii Generale de Afaceri pentru
E-banking se vor aplica atunci cand Banca
furnizeaza servicii de E-banking, inclusiv atunci
cand Banca furnizeaza servicii financiare in
cadrul serviciilor de E-banking.

1.4. Termenii si conditiile stabilite in contractele
incheiate intre Client si Banca si celelalte
declaratii legale ale Partilor (de exemplu, pe
formularul de cerere), precum si aceste Conditii
Generale de Afaceri pentru E-banking si
Conditiile Generale de Afaceri pivind detinerea
conturilor bancare, atragerea depozitelor si
furnizarea altor servicii financiare (Conditii
Generale de Afaceri pivind detinerea conturilor
bancare) , Lista de Taxe, Comisioane si Dobanzi
intr-o forma intotdeauna actuald si prevederile
legislatiei in vigoare vor constitui impreuna
sistemul de termeni si conditii contractuale
dintre Banca si Client si drepturile si obligatiile
Clientului si ale Bancii sunt definite de continutul
tuturor acestor documente.

1.5. Tn cazul oricdrei discrepante fintre
prevederile acestor Conditii Generale de Afaceri
pentru E-banking si prevederile Conditiilor
Generale de Afaceri, aceste Conditii Generale de
Afaceri pentru E-banking care contin dispozitii
speciale vor prevala.

I. GENERAL PROVISIONS
1. Purpose of these Business Rules

1.1. The purpose of these Business Rules on the
provision of E-banking Services (the E-banking
Business Rules) is to lay down —in the interest of
both the Customer and the Bank — clear premises
of the relationship between the Customer and
the Bank by defining general and specific rules,
contractual conditions and definitions referring
to the E-banking Services.

1.2. When using the E-banking Services of the
Bank, the Customer will be legally bound by and
act in accordance with these Business Rules, as
amended or supplemented from time to time.

1.3. Unless otherwise provided for in a
mandatory legal rule or these E-banking Business
Rules or unless otherwise agreed by the Parties
— provisions of these E-banking Business Rules
shall be applied when the Bank provides E-
banking Services — including when the Bank
provides financial services under the framework
of the E-banking Services.

1.4. The terms and conditions set out in the
agreements entered into between the Customer
and the Bank and the Parties’” other legal
declarations (e.g.: on the application form) as
well as these Business Rules and the Bank’s
Business Rules on keeping bank accounts,
collecting deposits and providing other financial
services (the Business Rules on Keeping Bank
Accounts), the List of Conditions and
Announcements in an always current form and
the provisions of prevailing legislation shall
jointly constitute the system of contractual
terms and conditions between the Bank and the
Customer, and the rights and obligations of the
Customer and the Bank are defined by the
contents of all those documents.

1.5. In case of any conflict between the provision
of these E-banking Business Rules and the
provisions of the Business Rules, these E-banking
Business Rules containing the special provisions
shall prevail.
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2. Alte informatii generale

2.1. Aceste Conditii Generale de Afaceri pentru
E-banking, Lista de Taxe, Comisioane si Dobanzi,
Notificarile si alte documente aferente
(Ghidurile de utilizare) sunt publice si pot fi
vizualizate de oricine in sediile Bancii deschise
Clientilor sau pe site-ul web al Bancii. Banca va
pune aceste documente la dispozitia Clientului la
cerere, gratuit pe format de hartie sau pe alt
suport durabil.

2.2. Banca Tsi rezerva dreptul de a modifica
unilateral, in conformitate cu legile aplicabile,
aceste Conditii Generale de Afaceri pentru E-
banking, lista conditiilor care reglementeaza
servicile de E-banking, precum si alte
documente  conexe  (notificari).  Aceste
suplimente si modificari se aplica din momentul
intrarii lor in vigoare tuturor contractelor deja
existente.

3. Definitii

Tn legiturd cu servicile de E-banking, se
utilizeaza urmatoarele definitii:

Cont fnseamna contul mentinut Th numele

Clientului la Bancd in scopul executarii

tranzactiilor de plata.

Banca: Bank of China (Central and Eastern
Europe) Limited Sucursala Bucuresti

Adresa Bancii: Piata Presei Libere 3-5, City Gate,
Turnul de Sud, etaj 11, Sector 1, Bucuresti, cod
postal 013702

Numarul de inmatriculare al companiei:
J40/14523/2019

Adresa de e-mail: banking@bankofchina.ro

Cod SWIFT: BKCHROBU

Banca este o sucursala a Bank of China (Central
and Eastern Europe) Limited, avand sediul
central in Jézsef Nador tér 7. 1051 Budapesta,
Ungaria. Banca este inregistratda la Registrul
Comertului din Ungaria sub nr. 01-10-044821.

2. Other general information

2.1. These E-banking Business Rules, the relating
Lists of Conditions, Announcements and other
documents (User’s Guides) are public, and may
be viewed by anyone at the premises of the Bank
open to Customers, or on the Bank’s website.
The Bank shall make these documents available
to the Customer upon request, free of charge on
paper format or on other durable medium.

2.2. The Bank reserves the right to unilaterally
amend, in accordance with the applicable laws,
these E-banking Business Rules, the list of
conditions governing the E-banking Services, as
well as other related documents
(announcements). Such supplements and
amendments shall be applicable, from the
moment they come into force, to all already
existing contracts.

3. Definitions

In relation to the E-banking Services the
following definitions shall be used:

Account means the account kept in the
Customer’s name with the Bank for the purpose
of executing payment transactions.

Bank: Bank of China (Central and Eastern Europe)
Limited Sucursala Bucuresti

Address: Piata Presei Libere 3-5, City Gate - South
Tower, 11™ floor, District 1, Bucharest, postal
code 013702

Company registration number: J40/14523/2019

E-mail address: banking@bankofchina.ro

SWIFT Code: BKCHROBU

The Bank is a branch of Bank of China (Central
and Eastern Eurpe) Limited, with the head office
at Jozsef Nador tér 7. 1051 Budapest, Hungary.
The bank is registered with the Hungarian
companies registry under no. 01-10-044821.
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Autoritati de supraveghere:
Banca Centrala a Ungariei
(MNB - Magyar Nemzeti Bank)
1054 Szabadsag tér 9.

1850 Budapesta

Telefon: +36 (1) 428 26 00
Telefax:+36 (1) 429-80 00

Banca Nationala a Romaniei

(BNR - Banca Nationald a Romaniei)
Str. Lipscani, nr. 25

Bucuresti, 030031

Telefon: (+4) 021 313 04 10

Fax: (+4) 0213123831

http://www.mnb.hu/en/the-central-bank

https://www.bnr.ro

Banca fsi desfasoara activitatile in conformitate
cu legislatia romaneasca, fiind inregistrata in
Registrul Comertului sub numarul
J40/14523/2019, cod unic de inregistrae
41819399 si in Registrul Institutiilor de Credit al
Bancii Nationale a Romaniei (,BNR”) sub nr. RB-
PJS-40-075.

Sistem de securitate Captcha inseamna o serie
de litere si simboluri distorsionate care trebuie
tastate din nou Tn campul indicat inainte de a se
acorda accesul la serviciile de E-banking.

Client Tnhseamnad o persoana fizica, persoana
juridica sau Client fara personalitate juridica,
care detine un cont la Banca si care a intrat intr-
o relatie juridica pentru furnizarea de servicii de
E-banking cu Banca.

E-token Tnseamna dispozitivul de securitate care
genereaza un cod unic de acces (parola pentru o
singurd utilizare sau parola dinamica). Token-ul
emis de Banca este proprietatea Bancii.

Servicii _de E-banking fnseamna serviciile de
solutii bancare electronice furnizate de Banca,
serviciul Netbank.

Contract cadru finseamna wun acord care
incorporeaza normele de desfasurare a activitatii
generale relevante, Lista de Taxe, Comisioane si
Dobanzi, notificarile si formularele concepute de
Banca, incheiat intre Banca si Client, care
determinad termenii si conditiile de utilizare a
serviciilor de E-banking pentru o perioada
relevanta. Contractul cadru, cu exceptia cazului

Supervising authorities:
Central Bank of Hungary
(MNB - Magyar Nemzeti Bank)
1054 Szabadsag tér 9.

1850 Budapest

Phone: +36 (1) 428 26 00
Telefax:+36 (1) 429-80 00

National Bank of Romania

(BNR - Banca Nationala a Romaniei)
25 Lipscani Street

Bucharest, 030031

Phone: (+4) 021 313 04 10

Fax: (+4) 021 312 38 31

http://www.mnb.hu/en/the-central-bank

https://www.bnr.ro

The bank carries out its activities in accordance
with Romanian legislation, being registered in

the Trade Register under number
J40/14523/2019, unique registration code
41819399 and in the Register of Credit

Institutions of the National Bank of Romania
("NBR") under no. RB-PJS-40-075.

Captcha Security System means a series of
distorted letters and symbols which must be
retyped into the required field before access will
be granted to the E-banking Services.

Customer means a natural person, legal person
or Customer without legal personality who keeps
account with the Bank, and has entered into a
legal relationship for the provision of E-banking
Services with the Bank.

E-token means the security device that produces
a unique pass-code (one-time password or
dynamic password). The Token issued by the
Bank is the property of the Bank.

E-banking Services means the electronic banking
solution services provided by the Bank, the
Netbank Service.

Framework Agreement means an agreement
incorporating the relevant general business
rules, Lists of Conditions, announcements and
forms designed by the Bank, concluded between
the Bank and the Customer which determines
the terms and conditions for using the Bank’s E-
banking Services for a given period. The
Framework Agreement, unless otherwise agreed
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in care Partile convin altfel, va fi incheiat pe o
perioada nedeterminata.

Serviciu _Netbank inseamna serviciile bancare
puse la dispozitia Clientilor de catre Banca pe
internet, In cadrul acestor Conditii Generale de
Afaceri pentru E-banking. Serviciul Netbank
include posibilitatea Clientului de a introduce si
executa ordine referitoare la conturile de plata
detinute la Banca, ordine referitoare la depozite,
verificarea istoricului contului si datele soldului
contului.

Parti Tnseamna Banca si Clientul Tmpreuna.

Website fnseamna site-ul oficial al Bancii,
disponibil la http://www.bankofchina.com/ro/

Il. PREVEDERI SPECIALE
1. Utilizarea serviciilor de E-banking

1.1. Serviciul de E-banking poate fi utilizat
numai daca Clientul a incheiat cu Banca un
contract pentru Serviciul de E-Banking, a depus
formularul de cerere relevant la sediul Bancii,
iar Banca a incheiat cu Clientul un contract
pentru furnizarea de servicii de E-banking.

Conditia  suplimentara pentru utilizarea
serviciilor de E-banking este ca Clientul sa preia
E-token-ul de la Banca si sa aiba un Nume de
utilizator securizat si o Parold securizata
adecvate.

1.2. Clientul recunoaste ca nimic din aceste
Conditii Generale de Afaceri pentru E-banking nu
afecteazd autorizarea oricaror semnatari
autorizati de a opera conturile prin orice alta
metoda de acces decat serviciile de E-banking.

1.3. Pentru a utiliza serviciile de E-banking,
Clientul trebuie:

— sa introduca Numele de utilizator
securizat si sa introduca Parola de
securitate;

— sa navigheze prin Sistemul de securitate
Captcha; si

by the Parties, shall be concluded for an
indefinite period.

Netbank Service means the banking services
made available by the Bank to the Customers on
Internet under the framework of these E-
banking Business Rules. The Netbank Service
includes the possibility for the Customer to enter
and execute orders related to payment accounts
kept with the Bank, orders relating to deposits
and checking the account history and account
balance data.

Parties means the Bank and the Customer
together.

Website means the Bank’s official website,
available at http://www.bankofchina.com/ro/

Il. SPECIAL PROVISIONS
1. Use of E-banking Services

1.1. The E-banking Service may only be used, if
the Customer has concluded an E-Banking
Service Contract for Corporate Customers with
the Bank, has submitted the relevant
application form in the Bank’s premise, and the
Bank has entered with the Customer into an
agreement for the provision of E-banking
Services.

The additional condition for using the E-banking
Services is that the Customer takes over the E-
token from the Bank and has a suitable Secure
username and Secure password.

1.2. The Customer acknowledges that nothing in
these E-banking Business Rules affects the
authorisation of any signatories authorised to
operate the Accounts via any access method
other than the E-banking Services.

1.3. In order to use the E-banking Services, the
Customer shall successfully:

— enter his/her Secure username and
enter his/her Security password;

— navigate to the Captcha Security System;
and


http://www.bankofchina.com/
http://www.bankofchina.com/
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sa introduca parola pentru o singura
utilizare generata de E-Token.

1.4 Nivelul minim de conditii tehnice care trebuie
asigurat de catre Client:

un calculator personal care indeplineste
cerintele de sistem pentru sistemul de
operare ales si browser-ul de Internet;

o conexiune la internet;

un browser de internet: MS Internet
Explorer 6.0 sau o versiune mai recenta;

Setdrile de securitate a browser-ului de
Internet SSL pe 128 biti, care accepta
Javascript si cookie-uri;

iPhone — i0OS 5 sau o versiune mai
recenta;

Smartphone-uri Android cu Android 2.3.
sau o versiune mai recenta.

2. Coduri de securitate

2.1

Numele de utilizator securizat (Numele de

utilizator securizat) este:

un cod alfa-numeric, cu caractere din
limba engleza, format din 6-20 de
caractere, care

identificd Clientul (Titularul contului) si
care este

initial emis de Banca, dar apoi Clientul
trebuie sa 1l schimbe prompt, dupa
prima autentificare.

2.2. Parola de securitate (Parola de securitate)

este:

un cod alfa-numeric, cu caractere din
limba englezda, format din 8-20 de
caractere, care

verificd identitatea Clientului pentru a
permite accesarea servicilor de E-
banking si care

este initial emis de Bancd, dar apoi
Clientul trebuie sa 1l schimbe prompt,
dupa prima autentificare.

2.3. Parola pentru o singura utilizare (Parola
pentru o singura utilizare) este:

un numar din 6 cifre generat aleatoriu de
E-Token-ul Clientului, afisat pe ecranul E-
Token, care

este generat la fiecare 60 (saizeci) de
secunde, care este si durata de
valabilitate a parolei si

enter the one-time password generated
by the E-token.

1.4 Minimum level of technical conditions to be
provided by the Customer:

personal computer meeting the system
requirements for the chosen operating
system and Internet browser;

Internet connection;

Internet browser: MS Internet Explorer
6.0 or higher version;

Internet browser security settings 128
bit SSL, enabling Javascript and Cookies;
iPhone —i0S 5 or higher version;

Android smartphones with Android 2.3.
or higher version.

2. Security codes

2.1 The

secure username (the Secure

Username) is:

2.2. The

a 6-20 digit, English-character, alpha-
numeric code, which
identifies the Customer (Account
Holder), and which is

initially issued by the Bank, but then the
Customer is obliged to change it without
delay after the first logging in.

security password (the Security

password) is:

an 8-20 digit, English-character, alpha-
numeric code; which

verifies the Customer’s identity to access
the E-banking Services; and which

is initially issued by the Bank, but then
the Customer is obliged to change it
without delay after the first logging in.

2.3. The one-time password (the One-time
password) is:

a random 6 digit number generated by
the Customer’s E-token, and is displayed
on the screen of the E-token,which

is generated in every 60 (sixty) seconds
which is at the same time the life span of
the password, and
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— poate fi utilizat o singura data pe durata
sa de valabilitate.

2.4. Blocarea numelui de utilizator securizat, a
parolei securizate si a parolelor pentru o singura
utilizare:

2.4.1. In cazul in care Clientul introduce o parol3
falsa de 5 ori consecutiv in aceeasi zi la
conectarea la serviciile de E-banking, dreptul de
acces al Clientului va fi blocat temporar si va fi
deblocat automat la ora 0:00 a.m. in ziua
urmatoare.

Tn caz de urgentd, Clientul poate solicita
deblocarea serviciilor de E-banking la sediul
Bancii Tn timpul programului de lucru.

2.4.2. In cazul in care Clientul nu reuseste si
introduca parolele corecte de 15 ori consecutiv
la conectarea la serviciile de E-banking, dreptul
de acces al Clientului va fi blocat definitiv si nu va
fi deblocat automat de sistem. In acest caz,
Clientul trebuie sa se deplaseze la sediul Bancii
cu documentele sale de identitate.

2.4.3. Daca Clientul introduce token dinamic fals
de 5 ori consecutiv cand foloseste E-token-ul in
aceeasi zi, E-token-ul va fi blocat temporar si va
fi deblocat automat la ora 0:00 a.m. a zilei
urmatoare. in caz de urgent3, Clientul va solicita
deblocarea serviciilor de E-banking la sediul
Bancii.

2.4.4. In cazul in care Clientul nu reuseste si
introduca token-ul dinamic corect de 15 ori
cumulativ atunci cand foloseste E-token-ul,
acesta va fi blocat si nu va fi deblocat automat de
sistem. In acest caz, Clientul trebuie si se
deplaseze la sediul Bancii cu documentele sale
de identitate.

— can be used only once solely during the
life span.

2.4. Blocking the Secure username, the Secure
password and the One-time password

2.4.1. In case the Customer enters false
password for 5 consecutive times within the
same day when logging in the E-banking Services,
the Customer’s access right will be locked
temporarily and be automatically unlocked at
0:00 a.m. of the following day.

In case of urgency, the Customer may request to
unlock the E-banking Services at the Bank’s
premise during the business hours.

2.4.2. In case the Customer fails to enter the
correct passwords for 15 consecutive times
when logging in the E-banking Services, the
Customer’s access right will be definitely locked,
and will not be automatically unlocked by the
system. In such case the Customer has to visit the
Bank’s premise with his/her ID documents.

2.4.3. If the Customer enters false dynamic token
for 5 consecutive times when using the E-token
within the same day, the E-token will be locked
temporarily, and it will be automatically
unlocked at 0:00 a.m. of the following day. In
case of urgency, the Customer shall request to
unlock the E-banking Services at the Bank’s
premise.

2.4.4. In case the Customer fails to enter the
correct dynamic token for 15 accumulative times
when using the E-token, the E-token will be
locked, and will not be automatically unlocked by
the system. In such case the Customer has to visit
the Bank’s premise with his/her ID documents.
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3. Masuri de securitate

3.1. Clientul este constient de faptul ca
instructiunile, actiunile si tranzactiile date si
transmise prin intermediul serviciilor de E-
banking pot implica riscuri. Clientul este, de
asemenea, constient de faptul ca prin utilizarea
telefonului mobil sau a internetului, din cauza
functionarii retelei, pot exista cazuri in care
mesajele trimise pot deveni cunoscute unor terti
neautorizati. Clientul a luat in considerare aceste
aspecte Thainte de a alege serviciile de E-banking.

3.2. Clientul este obligat sa ia toate masurile
pentru a se asigura ca dispozitivele electronice
necesare pentru utilizarea serviciilor de E-
banking, precum si parolele sale de securitate
sunt pastrate in siguranta.

3.3. Clientul nu are voie sa inregistreze intr-o
forma scrisa numele sau de utilizator securizat,
parola de securitate sau orice alte coduri
necesare pentru utilizarea serviciillor de E-
banking si nici sa inregistreze astfel de coduri de
securitate pe dispozitivele electronice de plata
sau pe orice obiect securizat impreuna cu
dispozitivul electronic de plata (inclusiv telefonul
mobil al Clientului).

3.4. Clientul este responsabil pentru asigurarea
unor sisteme de protectie adecvate, inclusiv
masuri antivirus, pentru a proteja securitatea
numelui de utilizator si parolei Clientului si
utilizarea de catre Client a serviciilor de E-

banking si pentru a preveni orice acces
neautorizat la detalile de securitate ale
Clientului.

Daca din cauza neglijentei grave a Clientului sau
a conduitei sale intentionate serviciul de E-
banking este utilizat pe un dispozitiv al carui
mecanism de protectie a fost eliminat sau slabit
in vreun fel, Banca declina orice raspundere
pentru orice daune rezultate din frauda comisa
in timpul utilizarii unui astfel de dispozitiv mobil.

3.5 Clientul este obligat sa selecteze un nume de
utilizator securizat care:

— nu are nicio legatura evidenta cu
numele, adresa, data nasterii sau
numerele cartii de identitate a clientului
etc;

— nu este o serie evidenta de litere sau
cifre (cum ar fi 7654321, abcdefg sau
aaaaaaa).

3. Security measures

3.1. The Customer is aware that the given and
submitted instructions, actions and transactions
through the E-banking Services may entail risks.
The Customer is also aware that by using mobile
phone or the internet, due to the operation of
the network there might be cases when the
messages sent may become known to
unauthorized third parties. The Customer had
taken into consideration these facts before
choosing the E-banking Services.

3.2. The Customer is obliged to take every step
to ensure that the electronic devices necessary
to use the E-banking Services, as well as his/her
security passwords are kept secure.

3.3. The Customer is allowed neither to record in
a written form his/her Secure username,
Security password or any other codes necessary
to use the E-banking Services, and nor to record
such security codes on the electronic payment
devices, or on any object secured together with
the electronic payment device (including the
Customer’s mobile phone).

3.4. The Customer is responsible for ensuring
adequate protection systems, including anti-
virus measures, to protect the security of the
Customer’s username and password and the
Customer’s use of the E-banking Services and to
prevent any unauthorised access to the
Customer’s security details.

If due to the Customer's gross negligence or
intentional conduct the E-banking Service is
used on a device whose protection mechanism
has been eliminated or weakened in any way,
the Bank declines any and all liability for any
damages arising from fraud committed during
the use of such a mobile device.

3.5 The Customer is obliged to select a Secure
username that:

— has no obvious connection to the
Customer’s name, address, date of birth
or ID card numbers...etc;

— is not an obvious series of letters or
numbers (such as 7654321, abcdefg, or
aaaaaaa).
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3.6.

Clientul este obligat:

sa fsi pastreze Tn permanenta in conditii
de siguranta si confidentialitate numele
de utilizator si parola;

sa ia toate masurile rezonabile pentru a
se asigura ca e-token-ul sau este pastrat
in conditii de securitate si nedeteriorat si
ca informatiile furnizate cu privire la
utilizarea serviciului de E-banking sunt
pastrate Tn conditii siguranta si secrete;

sa schimbe numele de utilizator
securizat la prima conectare la serviciile
de E-banking - odata modificat, numele
de utilizator securizat nu mai poate fi
schimbat; si

sa schimbe parola de securitate la prima
conectare la serviciile de E-banking si
apoi in mod regulat (cel putin o data la
fiecare 3 luni, sistemul 1i reaminteste in
mod automat Clientului).

3.7. Clientul este obligat sa notifice imediat
Banca, daca observa ca

numele de utilizator si parola de
securitate sau alta parola necesare
pentru utilizarea serviciilor de E-banking
au iesit din posesia sa sau au devenit
cunoscute de o alta persoana,

dispozitivul electronic necesar pentru
utilizarea serviciilor de E-banking este
utilizat in mod necorespunzator.

3.8 Clientul este obligat sa se asigure ca numele

sau de utilizator securizat si parola de
securitate:

nu sunt stocate in nicio forma care indica
faptul ca reprezinta un cod de securitate;

nu sunt divulgate, compilate invers,
copiate sau observate in orice alt mod in
timpul utilizarii; si

nu devin accesibile de catre nicio
persoana neautorizata.

3.9. Clientul nu trebuie sa lase E-token-ul intr-un
loc nesigur si nici sa il transfere unor terti
neautorizati.

3.10. Banca atrage atentia asupra faptului cd nu
va solicita niciodatd sub nicio forma parola de

securitate a Clientului.

afla ca

in cazul in care Clientul
cineva a solicitat numele de utilizator

3.6.

The Customer is obliged to:

keep his/her Secure username and
Security password secure and secret at
all times;

take all reasonable steps to ensure that
the E-token is kept secure and
undamaged, and that information
provided to him/her for the use of the E-
banking Service is kept secure and
secret;

change the Secure username at first
logging in to the E-banking Services -
once changed, the Secure username
cannot be further altered; and

change the Security password at first
logging in to the E-banking Services, and
then regularly (at least once in every 3
months, the system automatically
reminds the Customer thereon).

3.7. The Customer is obliged to notify the Bank
immediately, if the Customer noted that

the Security username and Security
password or other password necessary
to use the E-banking Services has been
removed from his/her possession or has
become known to another person,

the electronic device necessary to use
the E-banking Services is used
misappropriately.

3.8 The Customer is obliged to ensure that

his/her Secure username and Security
password are:

not stored in any manner which
indicates that those are a security codes;

not disclosed, reverse compiled, copied
or in any way observed while being used;
and

not become accessible
unauthorised person.

by any

3.9. The Customer shall not leave the E-token in

an unsafe place or transfer

it to third,

unauthorised persons.

3.10. The Bank draws attention to the fact that
the Bank will never request in any form the
Secure password of the Customer. In the event
that the Customer detects that anybody shall
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si/sau parola securizatd sau alt cod in numele
Bancii sau presupus Tn numele Bancii, Clientul va
informa Banca fara intarziere, permitandu-i sa ia
masurile necesare.

3.11. Daca Clientul afla sau poate presupune in
mod rezonabil ca

— codurile sale de securitate au devenit
cunoscute oricarei tert neautorizat sau

— dispozitivul necesar pentru utilizarea
servicilor de E-banking a iesit din
posesia sa (inclusiv prin pierderea sau
furtul dispozitivului) sau

— a aparut orice incalcare cu privire la
numele sau de utilizator securizat,
parola de securitate sau E-token,

— exista o tranzactie neautorizata in Cont
sau Tn extrasul de cont sau orice
tranzactie de plata neautorizata a fost
incercata sau initiata din Contul sau;

— orice neregula este observata in sistemul
de securitate (indicand circumstantele si
motivul presupus al neregulii)

Clientul va transmite imediat Bancii confirmarea
scrisa  ulterioara si  va respecta toate
instructiunile primite de la Banca.

Notificarea se face personal la sediul Bancii sau
la urmatoarele numere de telefon, in timpul
programului de lucru: +40 31 802 9888. in plus,
Clientul are dreptul sa trimitda oricand o
notificare la adresa de e-mail
banking@bankofchina.ro .

3.12. Notificarea va contine numele si numarul
Clientului, identificatorul de utilizator si
descrierea evenimentului, ca si cerinta minima.

n plus fatd de datele de mai sus, Banca poate

solicita informatii suplimentare atunci cand se
realizeaza notificarea.

3.13. Banca va indeplini imediat orice cerere de
blocare. Din momentul in care se transmite o

request the Username and/or the Secure
Password or other code in the name of the Bank
or presumably on behalf of the Bank, the
Customer shall report it to the Bank without
delay, enabling the Bank to take the necessary
measures.

3.11. If the Customer is aware or may reasonably
suppose that

— his/her security codes has become
known to any unauthorized third person,
or

— that the device needed for using the E-
banking Services has been removed
from his/her possession (including loss
or theft of the device), or

— aware of any breach of his/her Secure
username, Security password or E-
token,

— there is an unauthorized transaction in
the Account or on the account
statement or any unauthorized payment
transaction was attempted or initiated
against his/her Account;

— any irregularity is observed in the
security  system  (indicating the
circumstances and the assumed reason
for the irregularity)

the Customer shall immediately notify the Bank
with subsequent written confirmation and
comply with all instructions received from the
Bank.

The notification in business hours shall be made
personally in the Bank’s premise or on the
following phone numbers during working hours:
+40318029888. Further, the Customer is entitled
to send notification to the
banking@bankofchina.ro e-mail address at any
times.

3.12. The notification shall contain the Customer
name and number, the user identifier and the
description of the event as a minimum. In
addition to the above data, the Bank may
request further information when the
notification is made.

3.13. The Bank shall fulfil any request for the
blocking immediately. From the moment a
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cerere de blocare, Banca va fi raspunzatoare
pentru riscurile si costurile care decurg din orice
utilizare neautorizata a substitutului de numerar.

4 ALTE OBLIGATII ALE CLIENTULUI

4.1 Atunci cand utilizeaza serviciile de E-banking,
Clientul trebuie

— sa actioneze in conformitate cu
Conditiile Generale de Afaceri ale Bancii
pentru desfasurarea activitatii;

— sarespecte toate legile aplicabile;

— sa respecte ghidul de utilizare a
serviciilor de E-banking si orice alte
cerinte aplicabile utilizarii serviciilor de
E-banking publicate din cand in cand si

— sa respecte informatiile (in special
notificarile de securitate), instructiunile
furnizate de Banca din cand in cand in
legatura cu serviciile de E-banking.

4.2. Clientul este obligat sa garanteze caracterul
real, corect si complet al tuturor informatiilor
furnizate Bancii de catre acesta:

— la depunerea unei cereri pentru servicii
de E-banking; sau

— atunci cand utilizeaza serviciile de E-
banking; si

— atunci cand actioneaza in orice alt mod
cu privire la orice Cont.

Clientul recunoaste ca Banca se bazeaza pe
caracterul real, corect si complet al tuturor
informatiilor furnizate de Client atunci cand intra
in relatia contractuald cu Clientul si furnizeaza
Clientului servicii de E-banking.

4.3. Clientul va notifica Banca, in conformitate cu
Conditiile Generale de Afaceri, imediat, daca
exista modificari in datele furnizate de acesta.

4.4. Clientul se va asigura ca fondurile necesare
pentru executarea ordinelor transmise prin
utilizarea  serviciilor de E-banking sunt
disponibile la momentul executarii, inclusiv
valoarea oricaror comisioane si costuri care se
percep la executarea respectivelor ordine si
exigibile concomitent cu executarea ordinului. Tn
cazul in care fondurile din contul Clientului nu
acoperd 1n totalitate astfel de comisioane si

request for blocking is made, the Bank shall be
liable for the risks and costs arising from any
unauthorised use of the cash substitute.

4 OTHER OBLIGATIONS OF THE CUSTOMER

4.1 When using the E-banking Services, the
Customer shall

— act in accordance with the Bank’s
Business Rules;

— comply with all relevant laws;

— comply with the E-banking Services user
guide and any other requirements
applicable to the use of the E-banking
Services published from time to time,

and
— comply with the information
(particularly the security

announcements), instructions given by
the Bank from time to time in relation to
the E-banking Services.

4.2. The Customer is obliged to warrant the
truth, accuracy and completeness of all
information given to the Bank by him/her when:

— when submitting a request for E-banking
Services; or

— when using the E-banking Services; and

— otherwise acting in respect of any
Account.

The Customer acknowledges that the Bank is
relying on the truth, accuracy and completeness
of all information given by the Customer when
entering into contractual relationship with the
Customer and providing the E-banking Services
to the Customer.

4.3. The Customer shall notify, in accordance
with the Business Rules, the Bank immediately if
there are any changes in the data provided by it.

4.4. The Customer shall ensure that the funds
required for the execution of the orders given by
using the E-banking Services are available at the
time of execution, including the amount of any
fees and costs to be charged at the execution of
such orders, and that are due simultaneously
with the execution of the order. If the funds on
the Customer’s account do not fully cover such

11
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costuri, Banca va avea dreptul sa refuze
executarea ordinului.

5 Verificarea tranzactiilor

5.1. Atunci cand Banca primeste instructiuni prin
serviciile de E-banking, va efectua un proces de
verificare prin referire la numele de utilizator
corect, parola securizata, navigarea cu succes in
sistemul de securitate Captcha si parola pentru o
singura utilizare valida.

5.2. Clientul recunoaste ca Banca nu este
obligata sa analizeze alte date in afara de numele
sau de utilizator de securitate, parola de
securitate si parola pentru o singura utilizare
pentru identificarea Clientului.

5.3. Persoanele juridice si entitatile fara
personalitate juridica pot initia mai multe
tranzactii intre intrarea in si conectarea la
serviciul de E-banking, iar aprobarea mai multor
tranzactii poate fi aprobata cu o singura
identificare E-token.

5.4. Atunci cand Clientul initiaza un ordin sau
executd o tranzactie bancara, data depunerii
ordinului va fi data stabilita si Tnregistrata de
sistemul electronic al Bancii. Banca va executa
ordinele initiate prin intermediul serviciilor de E-
banking Tn termenul specificat in notificarea
relevanta privind procedurile de primire si
executare a ordinelor.

5.5. Clientul nu poate retrage si modifica ordinul
de plata dupa aprobarea acestuia. Cu toate
acestea, orice cerere de retragere sau modificare
trimisa de Client va fi examinata de Banca in
calitatea sa, iar Banca va depune eforturi
rezonabile pentru a Tndeplini cererea Clientului
de retragere sau modificare a unui ordin.

6. Nefunctionarea sistemului si site-urilor
corelate

6.1. Banca depune toate eforturile pentru a
mentine site-ul web, serviciile de E-banking si
continutul acestora fara erori, virusi sau
intreruperi.

fees and costs, the Bank shall be entitled to
refuse the execution of the order.

5 Verification of transactions

5.1. When the Bank receives instructions
through the E-banking Services, the Bank shall
carry out a verification process by reference to
the correct Username, the Secure password, the
successful navigation of the Captcha Security
System and valid One-time password.

5.2. The Customer acknowledges that the Bank
is not obliged to examine any further data other
than his/her Security username,  Security
password and One-time password when
identifying the Customer.

5.3. Legal person entities and entities without
legal personality may initiate several
transactions between entering into and logging
of the E-banking Service, and the approval of
more than one transaction can be approved with
a single E-token identification.

5.4. When the Customer is initiating an order or
executing a banking transaction, the date of
submission of the order shall be the date
determined and recorded by the electronic
system of the Bank. The Bank shall execute the
orders initiated via the E-banking Services within
the timeframe specified in the relevant
announcement concerning the procedures of
receiving and executing orders.

5.5. The Customer may neither withdraw nor
modify the payment order after its approval.
Nevertheless, any request for a withdrawal or
modification sent by the Customer shall be
examined by the Bank in its capacity, and the
Bank shall make reasonable efforts to fulfill the
Customer’s request for a withdrawal or
modification of an order.

6. System failure and related sites

6.1. The Bank takes every efforts to keep the
website, the E-banking Services and their
content free from errors, virus or interruptions.

12



©)

“f@é&ff CHZRER) & PR WA I i 447

BANK OF CHINA  (CEE) LIMITED BUCHAREST BRANCH

6.2. Banca atrage atentia Clientului ca serviciile
de E-banking ar putea fi afectate de intreruperi,
erori sau intarzieri.

6.3. De asemenea, Banca poate modifica,
intrerupe, suspenda sau refuza accesul Clientului
la intregul site sau parti ale acestuia sau
continutul acestuia Tn orice moment, din orice
motiv, fara nicio notificare prealabila catre
Client.

6.4. In cazul in care site-ul web sau orice sistem
de internet conex se confruntd cu orice
defectiune sau intrerupere, corupere a datelor
sau orice alta defectiune a sistemului si devine
indisponibil (inutilizabil) pentru Client, Banca va
lua toate masurile rezonabile pentru a le readuce
in functiune cat mai curand posibil.

6.5. Site-ul web poate contine linkuri sau
referinte catre alte site-uri web. Banca nu este
responsabila  pentru disponibilitatea sau
continutul niciunui sit web conex.

6.6. Clientul foloseste internetul la discretia sa
exclusiva si este constient ca, in cursul ordinelor
de platda transmise prin internet, terti
neautorizati pot, din motive care depasesc
controlul Bancii, sa aiba acces la codurile,
parolele sale si/sau orice alt tip de frauda poate
fi comis pe internet, in detrimentul clientului. Ca
urmare a unei astfel de fraude, Clientul poate
suporta pierderi financiare. Banca nu va fi
raspunzatoare pentru astfel de tipuri de pierderi
pe care Clientul le poate suporta in urma utilizarii
internetului.

6.7. Banca va fi indreptatita sa refuze executarea
ordinelor pentru care apare o problema tehnica
in  timpul finregistrarii  acestora, astfel
confirmarea ordinului  si/sau confirmarea
Clientului cu privire la executarea acestuia
esueaza.

6.8. Banca isi rezerva dreptul de a intrerupe
disponibilitatea  servicilor de  E-banking
ocazional (din motive de mentenanta la sistem)
pentru o perioada scurta de timp. Banca va
notifica Clientul cu privire la ora preconizata a
intreruperii prin intermediul site-ului sau web si
la sediul sau. Banca nu va fi rdspunzatoare

6.2. The Bank draws the Customer’s attention
that the E-banking services might be affected by
outages, errors or delays.

6.3. The Bank may also alter, interrupt, suspend
or deny the Customer’s access to all or part of
the website or its content at any time for any
reason, without any prior notice to the
Customer.

6.4. If the website or any connected internet
system experiences any breakdown or
interruption, corruption of data or any other
system failure and it becomes unavailable
(unusable) to the Customer then, , the Bank shall
take all reasonable steps to restore it as soon as
possible.

6.5. The website may contain links or references
to other websites. The Bank is not responsible
for the availability or content of any linked
website.

6.6. The Customer uses the Internet at the
Customer’s sole discretion, and awares of that in
the course of payment orders given via the
Internet, unauthorised third parties may, for
reasons falling beyond the Bank’s control, gain
access to the Customer’s codes, passwords,
and/or any other type of fraud may be
committed on the Internet which may be
injurious for the Customer. As a result of such
fraud, the Customer may sustain financial losses.
The Bank shall not be liable for such type of
losses that the Customer may sustain due to the
use of the Internet.

6.7. The Bank shall be entitled to refuse the
execution of orders for which a technical
problem arises during their recording thus the
confirmation of the order and/or the Customer’s
confirmation of their execution is failed.

6.8. The Bank reserves the right to interrupt the
availability of the E-banking Services on an
occasional basis (due to system maintenance) for
a short period of time. The Bank shall notify the
Customer of the expected time of the
interruption via its website and in its premises.

13
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pentru daunele rezultate din astfel de perioade
de nefunctionare.

6.9. Banca nu va fi raspunzatoare pentru niciun
fel de daune independente de controlul sau, de
exemplu care apar sub controlul operatorilor sau
din utilizarea liniilor telefonice, a tablourilor de
distributie si a sistemelor informatice private sau
in urma functionarii defectuoase sau a utilizarii
necorespunzatoare de catre Client a telefoanelor
sau a computerelor, daca rezulta din faptul ca
Clientul nu poate utiliza serviciul solicitat.

7 Raspunderea si prevederile pentru alocarea
pierderilor

7.1. Banca nu va fi raspunzatoare pentru
caracterul adecvat al perifericelor hardware ale
Clientului sau al oricarui software instalat sau
conectat la acestea, iar Banca nu isi asuma nicio
raspundere pentru posibile daune rezultate din
cele de mai sus.

7.2.Banca nu va fi raspunzatoare pentru daunele
care se pot atribui in mod demonstrabil utilizarii
de coduri daunatoare in afara structurii IT a
Bancii sau ca urmare a neglijentei grave sau a
comportamentului ilicit intentionat al
Clientului/Utilizatorului.

7.3. Pentru chestiuni legate de raspundere si
prevederile pentru alocarea pierderilor, se va
aplica capitolul XI. , Tranzactii cu instrumente de

platd ca si substitut de numerar, rdspundere si
prevederi pentru alocarea pierderilor si prevederi

referitoare la autentificarea robustd a Clientilor”
din Conditiile Generale de Afaceri pivind
detinerea  conturilor bancare, atragerea
depozitelor si furnizarea altor servicii financiare.

8 Comisioane, taxe, costuri si plata acestora

8.1. Banca poate taxa Clientul pentru utilizarea
serviciilor de E-banking. Taxele, comisioanele si
costurile serviciilor de E-banking sunt publicate
in Lista de Taxe, Comisioane si Dobanzi in vigoare
din cand in cand.

8.2. Clientul va suporta orice comisioane si
costuri - inclusiv orice costuri pentru accesul la

The Bank shall not be liable for any damages
resulting from such downtimes.

6.9. The Bank shall not be liable for any damages
beyond its control for example arising within the
control of the operators or from the use of
telephone lines, private switchboards and
computerised systems, or the malfunctioning or
Customer’s improper use of telephone sets or
computers if they result from the fact that the
Customer cannot use the requested service.

7 Liability and provisions for the allocation of
losses

7.1. The Bank shall not be liable for the adequacy
of the Customer’s own hardware peripherals or
of any software installed on, or connected to the
same and the Bank shall accept no liability for
any damages arising from the above.

7.2. The Bank shall not be liable for damages
demonstrably attributable to the use of
malicious codes outside the information
technology structure of the Bank or as a result of
the Customer/User’'s gross negligence or
intentional conduct.

7.3. For matters relating to liability and
provisions for the allocation of losses the
Chapter XL” Transactions with instruments of
payment as cash substitutes, liability, and
provisions for the allocation of losses, and the
provisions relating to strong Customer
authentication” of the Bank’s Business Rules on
keeping bank accounts shall be applied.

8 Fees, charges, costs, and their payment
thereof

8.1. The Bank may charge the Customer for the
use of the E-banking Services. The fees, charges
and costs of the E-banking Services are published
in the List of Conditions of the Bank effective
from time to time.

8.2. The Customer shall bear any fees and
charges — including any costs of telephone or

14
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telefonie sau internet - care ar putea rezulta din
utilizarea serviciilor de E-banking.

8.3. Banca va avea dreptul sa debiteze contul
desemnat de Client sau orice cont al Clientului
detinut la Banca cu taxele datorate, fara o
notificare catre Client. Banca va informa Clientul
cu privire la decontarea taxelor prin extrasul de
cont.

8.4. Clientul este obligat sa se asigure ca soldul
disponibil acopera taxele, comisioanele si
costurile datorate pentru serviciile de E-banking.

Tn cazul in care Clientul nu asigurd o acoperire

suficienta Tn Contul sdu, adica nu isi indeplineste
obligatia de plata pana la data scadentei, Banca
poate percepe dobanzile de intarziere
specificate in Lista de conditii relevanta.

8.5. Banca isi rezerva dreptul de a modifica
taxele de la o anumita data, sub rezerva
notificarii prealabile a Clientului si a respectarii
normelor legale relevante.

9 Drepturi de acces

9.1. Tn legiturd cu serviciile de E-banking,
Clientul are dreptul sa acorde drepturi de acces
unei terte persoane. Clientul va specifica
domeniul de aplicare al drepturilor de acces in
formularul transmis Tn acest sens.

9.2. Clientul va fi responsabil pentru alegerea
persoanei sau persoanelor carora Clientul le
acorda autorizatia. Banca le va considera terti cu
drepturi de acces, pe care Clientul i-a comunicat
Bancii in formularul conceput de Banca in acest
sens

10. Rezilierea Contractului
serviciile de E-banking

cadru privind

Contractul cadru privind serviciile de E-banking
inceteaza sa mai existe:

(@) prin reziliere extraordinard de catre
Banca, cu efecte imediate;

(b) prin reziliere obisnuitad de catre Banca sau
Client;

internet access — that may arise from the use of
the E-banking Services.

8.3. The Bank shall be entitled to debit the
account designated by the Customer or any
account of the Customer kept with the Bank with
the fees due without any further notice to the
Customer. The Bank shall informe the Customer
of the settlement of charges by means of
statements of account.

8.4. The Customer is obliged to make sure that
the available balance covers the due fees,
charges and costs of the E-banking Services. In
case the Customer fails to provide sufficient
coverage on his/her Account, i.e. does not meet
his/her payment obligation by the due date, the
Bank may charge default interest specified in the
relevant List of Conditions.

8.5. The Bank reserves the right to modify the
fees from a specific date subject to prior
notification of the Customer and compliance
with the relevant rules of law.

9 Access rights

9.1. In relation to the E-banking Services the
Customer is entitled to grant access rights to
third person. The Customer shall specify the
scope of the access rights on the given form
serving for such purposes.

9.2. The Customer shall bear responsibility for
the choice of the person or persons whom the
Customer grants authorisation. The Bank shall
regard as a third party with access rights, whom
the Customer notified to the Bank on the form of
the Bank established for such purpose

10. Termination of Framework Agreement
relating to E-banking Services

The Framework Agreement relating to E-banking
Services ceases to exist:

(a) by extraordinary termination by the Bank
with immediate effect;

(b) by regular termination by the Bank or the
Customer;
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in  cazul unei

(c) de comun acord la o data convenita de
Banca si Client;

(d) daca toate contractele privind conturile
bancare care servesc drept baza pentru
serviciu inceteaza sa existe din orice motiv.

incalcari semnificative a
contractului de catre Client, Banca va avea
dreptul sa rezilieze contractul cu efecte imediate
si, in acelasi timp, sa rezilieze dreptul de acces al
Clientului la serviciu (reziliere extraordinara).

Banca are dreptul de a rezilia Contractul cadru
fara o explicatie, cu o perioada de preaviz de 2
(doud) luni (reziliere obisnuitd). Clientul are
dreptul de a rezilia Contractul cadru in orice
moment, prin reziliere obisnuita, cu o perioada
de preaviz de 30 de zile calendaristice, cu
conditia ca Clientul sa-si fi respectat toate
obligatiile de plata restante.

La Tncetarea Contractului cadru, indiferent de
motiv, dreptul de acces acordat Clientului sau
tertului in temeiul Contractului cadru in cauza va
inceta, de asemenea, sa existe si, in consecinta,
Clientul si tertii nu vor mai putea utiliza serviciile
relevante.

11. Extrase de cont, reclamatii

11.1. Regulile referitoare la extrasele de cont
sunt supuse prevederilor din
Conditiile Generale de Afaceri pivind detinerea
conturilor bancare si reglementarile legale
aplicabile.

11.2. Clientul fisi poate depune reclamatia

conform articolului ,27 Transmiterea
reclamatiilor” din Conditiile Generale de Afaceri
pivind detinerea  conturilor bancare si

Regulamentul Bancii privind gestionarea
reclamatiilor. Conditiile Generale de Afaceri
pivind detinerea  conturilor bancare i
Regulamentul Bancii privind gestionarea
reclamatiilor sunt disponibile in sediile Bancii.

(c) by mutual consent on a date agreed by
the Bank and the Customer;

(d) if all bank account agreement serving as
a basis for the service cease to exist for
whatever reason.

In the event of a material breach of contract by
the Customer the Bank shall have the right to
terminate the contract with immediate effect
and at the same time to terminate the
Customer’s access right to the service
(extraordinary termination).

The Bank has the right to terminate the
Framework Agreement without an explanation,
with a notice period of 2 (two) months (regular
termination). The Customer has the right to
terminate the Framwork Agreement at any time
with regular termination with a notice period of
30 calendar days, provided that the Customer
has complied with all of his/her/its outstanding
payment obligations.

Upon the cessation of the Framework
Agreement for whatever reason the access right
granted to Customer or third party under the
Framework Agreement in question shall also
cease to exist and consequently the Customer
and the third parties will no longer be able to use
the relevant services.

11. Account statement, Complaints

11.1. Rules pertaining to account statements are
subject to the provisions of the
Bank’s Business Rules on Keeping bank accounts
and to the applicable legal regulations.

11.2. The Customer can submit its complaint as
set out in Article ‘27 Submitting complaints’ of
the Bank’s Business Rules on Keeping bank
accounts, and the Bank’s Regulation on Handling
of Complaints. The Bank Business Rules on
Keeping bank accounts and the Bank’s
Regulation on Handling of Complaints are
avaible in the Bank’s premises.
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lll. PREVEDERI DIVERSE

1. Prin semnarea formularului de cerere, Clientul
ia la cunostinta faptul ca, Tn conformitate cu
0.U.G. nr..99/2006 privind institutiile de credit si
adecvarea capitalului(Legea  bancara), cu
modificarile si completarile ulterioare, Banca, in
conformitate cu legile aplicabile, are dreptul sa
dezvaluie datele sale considerate secret bancar
si secrete de plata catre organizatiile care
desfasoara activitati externalizate, precum si
catre ceilalti parteneri contractuali ai Bancii si
intreprinderile financiare care opereaza sisteme
de plata. Normele de desfasurare a activitatii ale
Bancii care prevaleaza privind detinerea
conturilor bancare, Listele de conditii si
Notificarea de confidentialitate care sunt in
vigoare din cand in cand contin o listd a
institutiilor carora Banca le poate divulga astfel
de date.

2. Cu exceptia cazuluiin care Partile convin altfel,
Banca trimite notificari scrise catre Client prin
postd/e-mail , la adresa/adresa de e-mail
specificata de Client. Banca nu va fi
raspunzatoare pentru nicio nelivrare sau
pierdere rezultata dintr-o potentiala nelivrare.

3. Prin prezenta, Banca informeaza Clientul c3,
pe durata Contractului cadru, Banca este
obligatd sa punad la dispozitia Clientului, in
permanenta, termenii si conditiile contractuale
si datele in conformitate cu Legea 209/2019
privind serviciile de plata, la cererea acestuia, fie
pe hartie, fie pe un suport durabil.

4. Partile vor trata in mod confidential toate
informatiile, datele si faptele si 1n special
informatiile referitoare la solutiile tehnice ale
servicilor de E-banking si sistemelor de
securitate ale Bancii (astfel de informatii se
calificad drept secrete de afaceri ale Bancii) care
intra Tn posesia lor in legatura cu serviciile de E-
banking. Partile recunosc ca incalcarea acestei
obligatii este o fincdlcare grava a relatiei
contractuale dintre Parti care poate implica
consecinte in temeiul dreptului penal. Aceasta
obligatie de confidentialitate se aplica mutatis
mutandis si angajatilor Partilor si persoanelor
terte angajate de Parti.

lll. MISCELLANEOUS PROVISIONS

1. By signing the application form the Customer
takes note that, in accordance with the
provisions of the E.G.0. no.99/2006 regarding
credit institutions and capital adequacy(Banking
Law), as subsequently modified and updated,
the Bank, in line with the applicable laws, is
entitled to disclose his/her data considered to be
a bank secret and payment secrets to the
organisations pursuing outsourced activities as
well as to the Bank’s other contracted partners,
and financial enterprises operating payment
systems. The Bank’s prevailing Business Rules on
Keeping bank accounts, the Lists of Conditions
and the Privacy Notice as effective from time to
time contain a list of the institutions to which the
Bank may disclose such data.

2. The Bank, unless otherwise agreed by the
Parties, sends written notifications to the
Customer by post/e-mail, to the address/e-mail
adress specified by the Customer. The Bank shall
not be liable for any failure of delivery or any loss
resulting from a potential failure of delivery.

3. The Bank hereby informs the Customer that
during the term of the Framework Agreement,
the Bank is obliged to make the contracting
terms and conditions and the data pursuant to
the Law 209/2019 on payment services available
at any time to the Customer, upon the
Customer’s request, either on paper or a durable
medium.

4. Parties shall treat confidentially all
information, data and facts and particularly
information concerning technical solutions of
the E-banking Services and the Bank’s security
systems (such information qualifying as the
Bank’s business secrets) that comes into their
possession in relation to the E-banking Services.
Parties acknowledge that violation of this
obligation is a serious breach of the contractual
relationship between the Parties that may imply
consequences under criminal law. This
confidentiality obligation mutatis mutandis also
extends to the employees of the Parties and
third persons employed by the Parties.
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Clientul este de acord cd metodele, solutiile
bancare si tehnice utilizate Tn legatura cu
serviciile de E-banking formeaza proprietatea
intelectuala exclusiva a Bancii, sunt confidentiale
si nu pot fi divulgate sau facute accesibile in
totalitate sau partial niciunei terte parti.

5. Orice problema care nu este tratata in mod
expres in aceste Conditii Generale de Afaceri
pentru E-banking si in Contractul cadru va fi
guvernatd de Codul civil si de Legea 209/2019
privind serviciile de plata.

6. In cazul in care orice dispozitie a prezentelor
Conditii Generale de desfasurare a activitatii, din
orice motiv, este considerata invalida sau
inaplicabild de catre orice instanta competenta
sau instanta de arbitraj, aceasta nu va afecta
negativ valabilitatea sau aplicabilitatea celorlalte
dispozitii ale acestora. in astfel de cazuri, Banca
si Clientul vor inlocui dispozitia invalida sau
neexecutabild cu o prevedere valabilda sau
executorie cat mai apropiata din punct de vedere
al continutului si scopului de afaceri al dispozitiei
inlocuite.

7. Cu exceptia cazului in care se convine altfel,
relatia juridica dintre Client si Banca
reglementata de aceste Conditii Generale de
Afaceri pentru E-banking este guvernata de
dreptul material si de procedura roman.

8. Aceste Conditii Generale de Afaceri pentru E-
banking sunt disponibile atat in limba romana,
cat si in limba engleza. Traducerea in limba
engleza a prezentelor Conditii Generale de
Afaceri pentru E-banking a fost pregatitda cu
atentia si intentia cuvenite pentru confortul
clientilor. Tn cazul oricdror diferente intre cele
doua versiuni, textul in limba romana va prevala.

9. Aceste Conditii Generale de Afaceri privind
furnizarea de servicii E-banking intra in vigoare

IV. PRELUCRAREA DATELOR CU CARACTER
PERSONAL

In vederea furnizarii serviciului E-Banking, pentru
asigurarea afisarii functionalitatilor disponibile in

cadrul aplicatiei aferente serviciului, inclusiv

The Customer agrees that methods, banking and
technical solutions used in relation to the E-
banking Services form the exclusive intellectual
property of the Bank, they are confidential and
may not be divulged or made accessible wholly
or partly to any third party.

5. Any issue not expressly dealt with in these
Business Rules and in the Framework Agreement
shall be governed by the Civil Code and the Law
209/2019 on payment services.

6. Should any provision of the present Business
Rules for any reason be held by any comptent
court of law or arbitration court invalid or
unenforceable, this shall not adversely affect or
impair the validity or enforceability of the other
provision thereof. In such cases, the Bank and the
Customer shall replace the invalid or
unenforceable provision with a valid or
enforceable provision that is as close as possible
in terms of business content and purpose to the
provision being replaced.

7. Unless otherwise agreed, the legal
relationship between the Customer and the Bank
regulated by these E-banking Business Rules is
governed by the Romanian substantive and
procedural law.

8. These E-banking Business Rules are available
both in Romanian and English language. The
English translation of the present E-banking
Business Rules has been prepared with due care
and intention for the convenience of the
Customers. In case of any difference between
the two version the Romanian version shall
prevail.

9. This E-banking Business Rules shall enter into
force

IV. PERSONAL DATA PROCESSING

In order to provide the E-Banking service, to
ensure the display of the functionalities available
within the application related to the service,
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pentru incheierea Contractelor Specifice si

furnizarea si asigurarea  functionalitatii
produselor si serviciilor contractate in cadrul
serviciului E-Banking, Banca prelucreaza datele
cu caracter personal apartinand Clientului, in
conformitate cu prevederile legale aplicabile in
domeniul protectiei datelor cu caracter personal
(prevederile Regulamentului General privind
Protectia Datelor nr. 679/2016 si ale legislatiei
subsecvente). In privinta prelucrarilor de date
aferente Contractelor Specifice, prezenta
sectiune se completeaza in mod corespunzator
cu prevederile CONDITILOR GENERALE DE
AFACERI si ale NOTEI DE INFORMARE PRIVIND
PROTECTIA DATELOR PENTRU CLIENTI,

disponibila la link-ul

https://www.bankofchina.com/ro/
en/aboutus/ab4/202203/t20220318 20880087.
html

BANK OF CHINA (CENTRAL AND EASTERN
EUROPE) LIMITED SUCURSALA BUCURESTI.

la data de 26 Septembrie 2023

including for the conclusion of Specific Contracts
and the provision and ensuring the functionality
of the products and services contracted within
the E-Banking Service, the Bank processes the
personal data belonging to the Client, in
accordance with the applicable legal provisions
in the field of personal data protection (the
provisions of the General Data Protection
679/2016 and
legislation). With regard to the processing of
data related to Specific Contracts, this section is
supplemented accordingly with the provisions of
BUSINESS RULES and the PRIVACY NOTICE FOR
CLIENTS, available at the link

Regulation no. subsequent

https://www.bankofchina.com/ro/
en/aboutus/ab4/202203/t20220318 20880087.
html

BANK OF CHINA (CENTRAL AND EASTERN
EUROPE) LIMITED SUCURSALA BUCURESTI.

on the 26" of September 2023
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