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BANK OF CHINA PANAMA BRANCH

Privacy Notice

This Privacy Notice has the objective of establishing the purpose why personal data is requested
from our customers in Bank of China Limited, Panama Branch (hereinafter BOCPAB), the
personal data processing given by them, their rights as data subjects on their personal data and
the channels available to exercise these rights.

BOCPAB declares its interest in protecting the intimacy and privacy of its employees, suppliers,
customers and any person whose personal data have been provided directly or indirectly, in the
exercise of its commercial and business activities, in particular during the processing activities to
which said data are subjected and which are carried out in compliance with the principles of
access, lawfulness, fairness, confidentiality, security and loyalty in the data processing.

What are the Data Protection Laws and Regulations?

BOCPAB strictly complies with the regulations that contain the confidentiality obligations
established in Law 81 of March 26, 2019, Executive Decree 285 of May 28, 2021 and Banking
Rule 01 of February 24, 2022 on the Protection of Personal Data, issued by the Superintendency
of Banks of Panama.

Who are we?

BOCPAB is a registered branch in the Republic of Panama of Bank of China Limited, which is
incorporated in China and has its registered office at No. 1 Fuxingmen Nei Dajie, Beijing 100818,
People's Republic of China. BOCPAB with address in Panama City, Punta Pacifica Oceania
Business Plaza, Tower 1000, Lobby.

BOCPAB is a part of the Bank of China Group. When we refer to "we," "us," and "our" in this
Privacy Notice, we mean BOCPAB. If you are an organization (or a person or persons
representing an organization), the reference to "you" and "your" includes the organization and,
together with the people representing or connected with the organization (such as proprietors,
officers, beneficial owners, settlors and beneficiaries) where this is appropriate

For more information about the Bank of China Group, please visit www.bankofchina.com.

Introduction

We take your personal information very seriously and this Privacy Notice tells you how we will
look after your personal information. We encourage you to read this Privacy Notice carefully
because it contains important information about:

e What personal information we collect about you and how we process it.

e Who we might share your personal information with.

e Your rights in relation to your personal information — for example, how to get a copy of
your personal information and how to ask us to correct or remove information.

Our Commitment to You

We are committed to:


http://www.bankofchina.com/
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Keep your personal information save and private.

Not sell your personal information.

To give you ways to manage and review your marketing choices at any time
Keep your personal information up-to-date.

How the law protects you

Your privacy is also protected by the Panama's Data Protection Law 81, which says that we are
allow to process your personal information if we have a legitimate reason to do so. The law says
that we must be able to rely on one or more of the following reasons:

To perform our contract with you; or

To comply with our legal obligations; or

To obtain your consent (where consent is required); or

It is permitted by a specific law or its implementing regulations; or

It is fair to use your personal information, whether in our interests or in the interests of
someone else, and it does not unfairly prejudice your interests. This may include where it
is in our interests to contact you about products or services, for marketing purposes, to
protect or enforce our legal rights or to work with others to improve our services. These
types of interests are referred to as our "legitimate interests”.

Special categories of personal data

Some categories of personal information are considered “sensitive information”. We will only
collect and use these special categories of personal information only if we are permitted by law
to do so:

1.
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Information about your racial or ethnic origin.

Information about your religious, political or philosophical beliefs.

Information about your union membership.

Genetic information.

Your biometric data, or the purpose of identifying you.

Information about your health.

Information about your sex life or sexual orientation.

Information about criminal convictions or offenses or alleged criminal activity.

If we process sensitive data, it cannot be transferred, except in the following cases:

If you have given your explicit consent, except in cases where the granting of such consent
is not required by law.

To protect your vital interests when you are unable to give consent, for example, when we
need to provide you with urgent medical attention when you are in one of our offices.
When the data is required for the recognition, exercise or defense of a right in a legal
proceeding with competent judicial authorization.

For historical, statistical or scientific purposes. In this case, measures must be taken to
dissociate the identity of the holders.
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Sometimes transactions on your accounts may reveal special categories of personal data, such
as a payment to a medical provider, religious charity or political organization. If we collect this
information as part of the payment services we provide to you, we will use it only to provide those
services and not for any other purpose.

Type of personal data used
We may collect and use different types of personal information about you, depending on our
relationship with you. In this section, we describe the types of information we may collect. We

have divided them into groups, and for each group we provide a brief explanation of what that
type of information may include:

Type of personal data = Description

Identifying Name, address, telephone, cell phone, signature, passport, identity card,
place and date of birth, nationality

Electronic Emails, IP address, MAC address, username, password, electronic signature,
access to information systems and networks

Academic Degrees, degrees, licenses, certificates, diplomas

Labour Recruitment and selection documents, training, job references, personal
references, job application

Equity Real and personal property, tax information, credit history, income and
expenses, bank accounts, insurance, salary, debit/credit cards

Judicial and legal Information of a person who is in an administrative process in the form of a

trial or jurisdictional in labor, civil, criminal, tax or other branch of law. Police
record or trade

Biometric Blood group, DNA, fingerprint, voice record, image, dental record, skin color,
iris, hair, moles, scars and other particular signs

Health Health status, history and clinical studies, diseases, medical treatments,
medications, allergies, pregnancies, psychological and/or psychiatric status

Sensitive Religion, political or trade union affiliation or preference, orientations,
participation in civic organizations, and racial or ethnic origin

Special Name, date of birth, relationship and age of children and dependents.

Where do we collect personal information?

Information you provide to us

e When you apply for our products and services.

e When you talk to us on the phone or in a branch office (we record calls on some of our
telephone lines, and we use CCTV on some of our premises to ensure the safety and
security of our staff and customers).

e In emails, letters and faxes.

Information we collect when you use our products and services
This includes the amount, frequency, type, location, origin, and recipients:

¢ Payment and transaction data.
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o Profile and usage information. This includes the profile you create to identify yourself when
you connect to our Internet, mobile and telephony services. It also includes other
information about how you use these services. We collect this information from the devices
you use to connect to these services, such as computers and mobile phones.

Information from third parties

e The people who act on our behalf. Examples include service providers, legal advisors,
appraisers or surveyors involved in carrying out checks as part of a mortgage application,
and agents who help us collect what you owe us.

e People who act on your behalf (for example, your lawyer or accountant, your doctor or, in
the case of a business, its officers or employees).

e Companies that introduce you to us.

e Financial advisors.

¢ Insurance and other financial services companies.

e Companies involved in processing payments.

o Employers (for example, if we ask for evidence of employment and salary as part of a loan
or mortgage application).

e Payroll service providers.

e Government and law enforcement agencies.

How will we use your personal information?

The table below explains the different situations in which we will use your personal information.
We have separated these into groups, and for each group we provide a brief explanation:

. How we may use your personal information.
. The reasons we may can on when using your personal information.
. The legitimate interests we can rely on to do so.
How We May Use Information The reasons why we do this |Our legitimate interest in
doing so
To provide our products and services to you
e To manage our relationship with| e Performing our contract e Keeping our records up to
you e Our legal obligations date
e To process your instructions e Your consent ¢ Protecting and enforcing our
e To administer payments e Our legitimate interests legal rights
e To manage fees, charges and ¢ Obtaining your consent to
interest payable on accounts do something, when we
e To manage complaints and seek need this

to resolve them

To fix mistakes

To maintain records of our
relationship with you

To make credit decisions about you (where you apply for credit, ask to borrow more money from
us, or ask us to increase a credit limit)

e To assess your request for new| e Performing our contract e Protecting our business (for
or additional credit ¢ Our legal obligations example, by making sure we
e Your consent do not lend money to
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e To assess whether we believe
you can afford to repay your
borrowing on the terms we
propose

To advise you as to whether a product or service is suitable for you

someone who we do not
believe could repay it)

e Our legitimate interests

e To advise you on the suitability of
a product or service, where we
offer an advice service

Performing our contract e Keeping our records up to
Our legal obligations date

[ ]
[ ]
e Your consent ¢ Protecting and enforcing our
[ ]

e To keep records of the advice we Our legitimate interests legal rights

give
To manage, improve and grow our business

e Torun our business in an efficient| e Our legal obligations e Developing our business
and proper way, and in| e Yourconsent and making it stronger
accordance with the laws and| e Our legitimate interests e Improving the efficiency of
regulations that apply to us our business and reducing

e To manage and improve our costs
financial  position,  business e Ensuring that the costs
capability, systems and incurred by us are reflected
processes, communications, in the interest rates and
corporate  governance, risk charges of our products and

functions and audit functions

To study how customers, use our
products and services

To develop new ways to meet our
customers' needs and provide
our products and services

To improve and update our
brands, products and services, or
develop and test new ones

To grow the volume of our
business, and the areas in which
we carry on our business

To update and improve our
business processes, and the way
we work with other organizations
who provide services to us or to
our customers

To respond to changes in law or
regulation

e To detect, investigate, report and
seek to prevent financial crimes.
e To manage risks to ourselves, to
you, and to other customers.

e To examine how our customers,
use our products and services

e Develop and carry out marketing
activities

To manage security and risk, and to prevent crime

e Performing our contract.
¢ Our legal obligations.
e Our legitimate interests.

To promote new products and services

e Performing our contract
e Your consent
e Our legitimate interests

services

Ensuring our products and
services are appropriate for
our customers, and are
attractive and competitive in
the market

Identifying new
opportunities and
customers.

Protect our business and
our customers from financial
crime and other risks.

Keep our records up to date.
Protect and strengthen our
legal rights.

Developing our business
and making it stronger
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e To contact you in relation to other ¢ |dentifying opportunities and
products and services provided new markets for our
by us or another Bank of China products and services

Group member or selected
suppliers that we believe may be
of interest to you.

To exercise our legal rights

e To exercise our rights under laws| e Performance our contract ¢ Protecting and enforcing our
or regulations. e Our legitimate interest. legal rights

e To exercise our rights under our
contracts with you or third parties.

e To collect and recover money
that you or other people owe us.

Who do we share your personal information with?

We may share your personal information with other companies in the Bank of China Group and
with the following organizations:

e Agents, subcontractors, and consultants we use to help us administer your accounts and
services, collect what you owe us, and explore new business opportunities.

o Regulators and other relevant authorities.

e The police and other law enforcement officials.

¢ The Panamanian Credit Agency (APC)

e Any part associated with you or your company's product or service.

e Companies with whom you have a joint venture or partnership agreement.

e Organizations that refer you to us.

o Any person you have designated as your contact with us (e.g., a person acting as your
agent under a power of attorney or the executor of your estate).

¢ Inthe case of a business customer, any person who has the right to communicate with us
on your behalf, either by law or as a result of specific instructions from the persons who
control your business.

¢ Financial Analysis Unit for Identity Verification and Fraud/Money Laundering Prevention

e Other organizations that you ask us to share your personal information with.

We may need to share your personal information with organizations in order to provide you with
the product or service you have requested:

o Organizations that administer the Direct Debit and Expedited Payments programs.
e If you have a secured loan or mortgage with us, we may share information with other
lenders who also have a charge over the property.

Sending your personal information outside Panama

We will transfer your personal information to locations outside of Panama, in particular, your
personal information will be transferred to and stored by other members of the Bank of China
Group who are located in the People’s Republic of China and who provide services to us.
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When we transfer personal information outside of Panama, we make sure that it is protected in
the same or better way than it is in Panama. This means that the country in question must provide
an adequate level of protection for your personal information or that we have taken steps to ensure
that your personal information is protected at an adequate level. These measures include
ensuring that your personal information is kept secure, by carrying out strict security checks on
our overseas providers, and by entering into contractual arrangements.

If you would like further information about the specific mechanisms we use to when transferring
your personal information out of Panama, please email your query to pdp@pa.bocusa.com, or by
visiting the branch at this address: Panama City, Punta Pacifica, Oceania Business Plaza Tower
1000.

If you choose not to provide personal information

We may need to collect personal information to comply with our legal obligations or the terms of
the contract we have with you. If you choose not to provide us with this personal information, you
may delay or prevent us from fulfilling our obligations. It could also mean that we are unable to
provide the services necessary to operate your accounts. It could mean that we cancel a product
or service you have with us.

If it is optional for you to provide us with certain information, we will tell you when you request that
information.

Marketing

We may use your personal information to inform you about relevant products and offers. The
personal information we hold about you for this purpose is what you have told us and what we
collect when you use our services or those of third parties with whom we work. We study this to
build up a picture of what we think you might want, need or be interested in. This helps us decide
which products, services and offers might be relevant to you.

We can only use your personal information to send you marketing messages if we have either
your consent or our reason is based on a 'legitimate interest’. You can ask us to stop sending you
marketing communications by contacting us at any time. Regardless of your choice, you will
continue to receive statements and other important information from us in the future, such as
changes to your existing products or services.

We will also ask you to do this if there are any changes in the law, regulation or structure of our
business, if you change your mind you can update your options at any time by visiting us at
BOCPAB or by speaking to your relationship manager or customer service representative.

How long do we keep your personal information?

We will keep your personal information for as long as you are a BOCPAB customer. After you are
no longer a customer, we may keep your personal information at least for 5 years for any of the
following reasons

e Torespond to any questions or complaints you may have.
e To show that we have treated you fairly.
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e To keep records in accordance with the regulations that apply to us.

We may keep your personal information for longer than 7 years if we are unable to delete it for
legal, regulatory or technical reasons. We may also retain it for statistical or research purposes.
When we do this, we will ensure that your privacy is protected and we will only use it for these
purposes.

What are the rights of customers?

Our customers have the right to exercise their rights of access, rectification, erasure, object and
portability (ARCOP) at any time and will be attended to within the period established by law. The
rules for attention and response to the exercise of rights are as follows

o Free for citizens

e Must be requested by the data subject or his/her representative
¢ They must always be answered

¢ Right of access: within 10 working days

¢ Right of rectification or erasure: 5 working days

Requests or inquiries may be addressed to the data protection officer by e-mail to
pdp@pa.bocusa.com, or by visiting the branch at this address: Panama City, Punta Pacifica,
Oceania Business Plaza Tower 1000.

How to get a copy of your personal information?

You can access the personal information we hold about you, along with information about how
and why we use it, with whom we share it and how long we keep it. You can do this by calling into
BOCPAB, by speaking to your relationship manager or customer service representative, by
emailing the data protection officer at pdp@pa.bocusa.com, or by visiting us at Panama City,
Punta Pacifica, Oceania Business Plaza Tower 1000.

Inform us if your personal information is incorrect

You have the right to complain about any information we hold about you that you believe is
incorrect or incomplete. You can do this by calling BOCPAB, speaking to your relationship
manager, or customer service staff or contacting our data protection officer by email at
pdp@pa.bocusa.com or by visiting the branch at this address: Panama City, Punta Pacifica,
Oceania Business Plaza Tower 1000.

If you do so, we will take all reasonable steps to verify its accuracy and correct it.
Your right to "data portability"

You can ask us to provide you or a third party with some of the information we hold about you.
This is called your right to "data portability.” If you exercise this right, we will provide you with the
information in a structured, commonly used electronic format.

You can do this by calling BOCPAB, speaking to your relationship manager, or customer service
staff or contacting our data protection officer by email at pdp@pa.bocusa.com or by visiting the
branch at this address: Panama City, Punta Pacifica, Oceania Business Plaza Tower 1000.
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How to withdraw your consent?

If the reason we rely on to retain and use your personal information is based on you having
consented to it, you may withdraw that consent. You can do this by calling BOCPAB, speaking to
your relationship manager, or customer service staff or contacting our data protection officer by
email at pdp@pa.bocusa.com or by visiting the branch at this address: Panama City, Punta
Pacifica, Oceania Business Plaza Tower 1000.

If you withdraw your consent, we may not be able to provide you with certain products or services.
If this is the case, we will tell you.

How to file a complaint?

Please let us know if you are not satisfied with the way we have used your personal information.
You can do this by calling BOCPAB, speaking to your relationship manager, or customer service
staff or contacting our data protection officer by email at pdp@pa.bocusa.com or by visiting the
branch at this address: Panama City, Punta Pacifica, Oceania Business Plaza Tower 1000.

In the event that we do not comply with the request to exercise the rights of access, rectification,
objection, erasure or portability, or if the client is dissatisfied with the decision made by the Bank,
the client may file a complaint with the Superintendency of Banks of Panama. For this purpose,
the client has a period of 30 calendar days from the date on which he/she received a formal
response from the bank, or if the bank has not complied with the resolution of the request or claim
within the corresponding period.

In accordance with Article 18 of Law No. 81 and Article 27 of Regulation 01-2022, the person
concerned may lodge a complaint with the National Agency for Transparency and Access to
Information (ANTAI, for its acronym in Spanish) only in the event that, after lodging the claim with
the Superintendency of Banks and does not issue a statement based on the corresponding
administrative procedure. You can use different channels to submit your report to the ANTAI:

¢ Email: protecciondedatos@antai.gob.pa

e Through the complaint form that you will find on the website:

https://www.antai.gob.pa/direccion-de-proteccion-de-datos-personales/

What are the security mechanisms for personal data?

BOCPAB has measures detailing the implementation of technical measures for cybersecurity,
fraud prevention and control in order to guarantee data security

Bank of China Ltd. Panama Branch has the following security mechanisms:

e Fire walls (firewalls): BOCAPB locally uses heterogeneous double-layer firewalls as a
cybersecurity commodity. Configure security policies to achieve cybersecurity protection
and block network attacks.

e Anti-virus: All terminals and servers of the Panama branch use the latest antivirus
software, and isolate and promptly remember suspicious files and dangerous programs
found on the terminals.
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e Real-time monitoring of the status of the production network: The head office has a 7*24-
hour Helpdesk service desk team to monitor in real time the main and backup networks of
the branches in America (including Panama) through network monitoring tools.

e OS Patch Server Vulnerability: BOCPAB uses the WSUS server locally. This feature is
used to regularly push Windows OS patches to various PCs and servers on the Panama
branch intranet, and is used in conjunction with Nessus, which is a tool used to scan for
vulnerabilities and versions of branch office and production terminals, Windows server
operating systems, and some application systems.

Who is responsible for data protection?

Bank of China Limited Panama Branch is responsible for the processing of your personal data
and has designated a Data Protection Officer who is in charge of complying with local regulations
and guarantees the proper processing of personal data within the BOCPAB, as well as receiving
and attending any request from customers in BOCPAB.

Can | make changes to the Privacy Notice?

Yes, it may be modified or updated as necessary in accordance with BOCPAB's policy and it will
always be available, valid and up to date on the website. The Privacy Notice will always comply
with the provisions of Law 81 of 2019, its regulations, Banking Rule 01-2022 and any other
applicable laws, agreements or regulations that may be issued in the future.

How long is this Privacy Notice valid?

This version of the BOCPAB Privacy Notice is effective from the date of its publication. Any
information not covered in this document will be subject to the provisions of Rule 01-2022.

Data subjects will be informed of any changes to this privacy policy by means of publication on
the BOCPAB website and/ or communication with our customers.



